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QUESTION 1
DRAG DROP

A forensic analyst is asked to respond to an ongoing network attack on a server. Place the items in the list below in the
correct order in which the forensic analyst should preserve them.

Select and Place:

Correct Answer:
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When dealing with multiple issues, address them in order of volatility (OOV); always deal with the most volatile first.
Volatility can be thought of as the amount of time that you have to collect certain data before a window of opportunity is
gone.

Naturally, in an investigation you want to collect everything, but some data will exist longer than others, and you cannot
possibly collect all of it once. As an example, the OOV in an investigation may be RAM, hard drive data, CDs/DVDs, and

printouts.

Order of volatility: Capture system images as a snapshot of what exists, look at network traffic and logs, capture any
relevant video/screenshots/hashes, record time offset on the systems, talk to witnesses, and track total man-hours and

expenses associated with the investigation.
References:

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, 6th Edition, Sybex, Indianapolis, 2014, p. 453

QUESTION 2

A global pandemic is forcing a private organization to close some business units and reduce staffing at others. Which of
the following would be BEST to help the organization\\'s executives determine the next course of action?

A. An incident response plan

B. A communications plan
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C. A disaster recovery plan

D. A business continuity plan

Correct Answer: D

Business continuity may be defined as "the capability of an organization to continue the delivery of products or services
at pre-defined acceptable levels following a disruptive incident",[1] and business continuity planning [2][3] (or business
continuity and resiliency planning) is the process of creating systems of prevention and recovery to deal with potential
threats to a company.[4] In addition to prevention, the goal is to enable ongoing operations before and during execution

of disaster recovery.[5] Business continuity is the intended outcome of proper execution of both business continuity
planning and disaster recovery.

QUESTION 3

Which of the following is a known security risk associated with data archives that contain financial information?
A. Data can become a liability if archived longer than required by regulatory guidance

B. Data must be archived off-site to avoid breaches and meet business requirements

C. Companies are prohibited from providing archived data to e-discovery requests

D. Unencrypted archives should be preserved as long as possible and encrypted

Correct Answer: A

Data minimization has to be done to decrease liability

QUESTION 4

A user reports falling for a phishing email to an analyst. Which of the following system logs would the analyst check
FIRST?

A. DNS

B. Message gateway
C. Network

D. Authentication

Correct Answer: A

QUESTION 5
HOTSPOT

Select the appropriate attack and remediation from each drop-down list to label the corresponding attack with its
remediation.
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INSTRUCTIONS
Not all attacks and remediation actions will be used.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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Attack Description Target Attack Identified  BEST Preventative or Remediation Action
An aﬂadner sends multiple SYN packets from Web = —~
multiple sources Botnet Enable DDoS prolection
RAT Palch vuinerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algonthms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conducl a code review
Ransomware Implement application fuzzing
Keylogger Implement a hosl-based IPS
Phishing Disable remote access services
The attack establishes a connection, which allows User v| ! TS b
Botnet protection
remote commands to be executed. RAT Bolch vunorablo sysker
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algonthms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Keylogger implement a host-based IPS
Phishing | Disable remote access services
The attack is self propagating and compromises a = - o
SQL database using well-known credentials as it Database server oo | [Enable DDoS protecion '
moves through the network. RAT Patch vulnerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algonthms
Spyware |Change the defaul application password |
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Implement a host-based IPS
Phishing Disable remote access services
The attacker uses hardware to remotely monitor a Executive 2 .
user's input activity to harvest credentials. [Bolnet Enable DDoS protection
RAT Patch vuinerable systems
Logic Bomb Disable vuinerable services
Backdoor Change the default system password
Virus Update the cryptographic algorithms
Spyware Ehm_@ﬂw!t_%@o_n%%@_
Worm Implement 2FA using push not !
Adware Conduct a code review
Ransomware Implement application fuzzing
Keylogger Implement a host-based IPS
Phishing Disable remole access services
The attacker embeds hidden access in an - '
internally developed application that bypasses Application Botnet Enable DDoS protection 1
account login RAT Patch vulnerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryplographic algorithms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
r Implement a host-based IPS
Phishing Disable remote access services
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Correct Answer:
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Botnet protection
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Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algonthms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Keylogger Implement a host-based IPS
Phishing | Disable remote access services
The attack is self propagating and compromises a = o
SQL database using well-known credentials as it Database server oo | [Enable DDoS protecion '
moves through the network. RAT Patch vulnerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algonthms
Spyware Change the default application password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
Implement a host-based IPS
Phishing Disable remote access services
The attacker uses hardware to remotely monitor a Executive 2 .
user's input activity to harvest credentials. [Bolnet Enable DDoS protection
RAT Patch vuinerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryptographic algorithms
Spyware Ehm_@ﬂw!t_@am__j_%%@_
Worm Implement 2FA using push not !
Adware Conduct a code review
Ransomware Implement application fuzzing
Keylogger Implement a host-based IPS
Phishing Disable remole access services
The attacker embeds hidden access in an - '
internally developed application that bypasses Application Botnet Enable DDoS protection 1
account login RAT Patch vulnerable systems
Logic Bomb Disable vulnerable services
Backdoor Change the default system password
Virus Update the cryplographic algorithms
Spyware Change the default apphication password
Worm Implement 2FA using push notification
Adware Conduct a code review
Ransomware Implement application fuzzing
r Implement a host-based IPS
Phishing Disable remote access services
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Web serverBotnet Enable DDoS protectionUser RAT Implement a host-based IPS Database server Worm Change the
default application passwordExecutive KeyloggerDisable vulnerable servicesApplication Backdoor Implement 2FA using
push notification
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