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QUESTION 1

A security architect has convened a meeting to discuss an organization\\'s key management policy. The organization
has a reliable internal key management system, and some argue that it would be best to manage the cryptographic keys
internally as opposed to using a solution from a third party. The company should use: 

A. the current internal key management system. 

B. a third-party key management system that will reduce operating costs. 

C. risk benefits analysis results to make a determination. 

D. a software solution including secure key escrow capabilities. 

Correct Answer: C 

 

QUESTION 2

A portable data storage device has been determined to have malicious firmware. Which of the following is the BEST
course of action to ensure data confidentiality? 

A. Format the device 

B. Re-image the device 

C. Perform virus scan in the device 

D. Physically destroy the device 

Correct Answer: C 

 

QUESTION 3

During a forensics investigation, which of the following must be addressed FIRST according to the order of volatility? 

A. Hard drive 

B. RAM 

C. Network-attached storage 

D. USB flash drive 

Correct Answer: B 

 

QUESTION 4

Which of the following is being used when a malicious actor searches various social media websites to find information
about a company\\'s system administrators and help desk staff? 
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A. Passive reconnaissance 

B. Initial exploitation 

C. Vulnerability scanning 

D. Social engineering 

Correct Answer: A 

 

QUESTION 5

Users in a corporation currently authenticate with a username and password. A security administrator wishes to
implement two-factor authentication to improve security. Which of the following authentication methods should be
deployed to achieve this goal? 

A. PIN 

B. Security Question: 

C. Smart card 

D. Passphrase 

E. CAPTCHA 

Correct Answer: C 
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