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QUESTION 1

A security analyst is performing a BIA. The analyst notes that in a disaster, failover systems must be up and running
within 30 minutes. The failover systems must use backup data that is no older than one hour. Which of the following
should the analyst include in the business continuity plan? 

A. A maximum MTTR of 30 minutes 

B. A maximum MTBF of 30 minutes 

C. A maximum RTO of 60 minutes 

D. A maximum RPO of 60 minutes 

E. An SLA guarantee of 60 minutes 

Correct Answer: D 

 

QUESTION 2

Ann, a college professor, was recently reprimanded for posting disparaging remarks re-grading her coworkers on a web
site. Ann stated that she was not aware that the public was able to view her remakes. Which of the following security-
related trainings could have made Ann aware of the repercussions of her actions? 

A. Data Labeling and disposal 

B. Use of social networking 

C. Use of P2P networking 

D. Role-based training 

Correct Answer: B 

 

QUESTION 3

An organization wants to upgrade its enterprise-wide desktop computer solution. The organization currently has 500
PCs active on the network. the Chief Information Security Officer (CISO) suggests that the organization employ desktop
imaging technology for such a large scale upgrade. Which of the following is a security benefit of implementing an
imaging solution? 

A. it allows for faster deployment 

B. it provides a consistent baseline 

C. It reduces the number of vulnerabilities 

D. It decreases the boot time 

Correct Answer: B 
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QUESTION 4

An analyst is currently looking at the following output: 

Which of the following security issues has been discovered based on the output? 

A. Insider threat 

B. License compliance violation 

C. Unauthorized software 

D. Misconfigured admin permissions 

Correct Answer: B 

 

QUESTION 5

Which of the following is a deployment concept that can be used to ensure only the required OS access is exposed to
software applications? 

A. Staging environment 

B. Sandboxing 

C. Secure baseline 

D. Trusted OS 

Correct Answer: B 
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