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QUESTION 1

Which of the following BEST explains why sandboxing is a best practice for testing software from an untrusted vendor
prior to an enterprise deployment? 

A. It allows the software to run in an unconstrained environment with full network access. 

B. It eliminates the possibility of privilege escalation attacks against the local VM host. 

C. It facilitates the analysis of possible malware by allowing it to run until resources are exhausted. 

D. It restricts the access of the software to a contained logical space and limits possible damage. 

Correct Answer: D 

 

QUESTION 2

After patching computers with the latest application security patches/updates, users are unable to open certain
applications. Which of the following will correct the issue? 

A. Modifying the security policy for patch management tools 

B. Modifying the security policy for HIDS/HIPS 

C. Modifying the security policy for DLP 

D. Modifying the security policy for media control 

Correct Answer: C 

 

QUESTION 3

After surfing the Internet, Joe, a user, woke up to find all his files were corrupted. His wallpaper was replaced by a
message stating the files were encrypted and he needed to transfer money to a foreign country to recover them. Joe is
a victim of: 

A. a keylogger 

B. spyware 

C. ransomware 

D. a logic bomb 

Correct Answer: C 

 

 

QUESTION 4
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A security team has downloaded a public database of the largest collection of password dumps on the Internet. This
collection contains the cleartext credentials of every major breach for the last four years. The security team pulls and
compares users\\' credentials to the database and discovers that more than 30% of the users were still using passwords
discovered in this list. Which of the following would be the BEST combination to reduce the risks discovered? 

A. Password length, password encryption, password complexity 

B. Password complexity, least privilege, password reuse 

C. Password reuse, password complexity, password expiration 

D. Group policy, password history, password encryption 

Correct Answer: A 

 

QUESTION 5

A security analyst is doing a vulnerability assessment on a database server. A scanning tool returns the following
information: 

There have been several security breaches on the web server that accesses this database. The security team is
instructed to mitigate the impact of any possible breaches. The security team is also instructed to improve the security
on this database by making it less vulnerable to offline attacks. Which of the following would BEST accomplish these
goals? (Choose two.) 

A. Start using salts to generate MD5 password hashes 

B. Generate password hashes using SHA-256 

C. Force users to change passwords the next time they log on 

D. Limit users to five attempted logons before they are locked out 

E. Require the web server to only use TLS 1.2 encryption 

Correct Answer: AC 
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