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QUESTION 1

A systems administrator wants to replace the process of using a CRL to verify certificate validity. Frequent downloads
are becoming problematic. Which of the following would BEST suit the administrator\\'s needs?

A. OCSP

B. CSR

C. Key escrow
D. CA

Correct Answer: A

QUESTION 2

A security analyst is performing a quantitative risk analysis. The risk analysis should show the potential monetary loss
each time a threat or event occurs. Given this requirement, which of the following concepts would assist the analyst in
determining this value? (Select two.)

A. ALE

B. AV

C. ARO

D. EF

E. ROI

Correct Answer: BD

QUESTION 3

A systems administrator is installing a new server in a large datacenter. Which of the following BEST describes the
importance of properly positioning servers in the rack to maintain availability?

A. To allow for visibility of the servers\\' status indicators
B. To adhere to cable management standards

C. To maximize the fire suppression system\\'s efficiency
D. To provide consistent air flow

Correct Answer: D

QUESTION 4
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A security engineer wants to further secure a sensitive VLAN on the network by introducing MFA. Which of the following
is the BEST example of this?

A. PSK and PIN

B. RSA token and password

C. Fingerprint scanner and voice recognition
D. Secret question and CAPTCHA

Correct Answer: B

QUESTION 5

A vulnerability scanner that uses its running service\\'s access level to better assess vulnerabilities across multiple
assets within an organization is performing a:

A. Credentialed scan.

B. Non-intrusive scan.

C. Privilege escalation test.
D. Passive scan.

Correct Answer: A
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