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QUESTION 1

Which of the following authentication services combines authentication and authorization in a use profile and use UDP?
A. LDAP

B. Kerberos

C. TACACS+

D. RADIUS

Correct Answer: D

QUESTION 2

Which of the following secure file transfer methods uses port 22 by default?
A. FTPS

B. SFTP

C.SSL

D. SIMIME

Correct Answer: B

SSH uses TCP port 22. All protocols encrypted by SSH, including SFTP, SHTTP, SCP, SExec, and slogin, also use
TCP port 22.

QUESTION 3

After an audit, it was discovered that an account was not disabled in a timely manner after an employee has departed
from the organization. Which of the following did the organization fail to properly implement?

A. Routine account audits

B. Account management processes
C. Change management processes
D. User rights and permission reviews

Correct Answer: A

QUESTION 4

Which of the following attacks is generally initiated from a botnet?
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A. Cross site scripting attack
B. HTTP header injection

C. Distributed denial of service
D. A war driving attack

Correct Answer: C

QUESTION 5

A security technician has removed the sample configuration files from a database server. Which of the following
application security controls has the technician attempted?

A. Application hardening

B. Application baselines

C. Application patch management
D. Application input validation

Correct Answer: A
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