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QUESTION 1

A security administrator is developing training for corporate users on basic security principles for personal email
accounts. Which of the following should be mentioned as the MOST secure way for password recovery? 

A. Utilizing a single question for password recovery 

B. Sending a PIN to a smartphone through text message 

C. Utilizing CAPTCHA to avoid brute force attacks 

D. Use a different e-mail address to recover password 

Correct Answer: B 

 

QUESTION 2

Ann a user has been promoted from a sales position to sales manager. Which of the following risk mitigation strategies
would be MOST appropriate when a user changes job roles? 

A. Implement data loss prevention 

B. Rest the user password 

C. User permissions review 

D. Notify incident management 

Correct Answer: C 

 

QUESTION 3

Which of the following types of attacks is based on coordinating small slices of a task across multiple systems? 

A. DDos 

B. Spam 

C. Spoofing 

D. Dos 

Correct Answer: B 

 

QUESTION 4

After connecting to the corporate network a user types the URL if a popular social media website in the browser but
reports being redirected to a login page with the corporate logo. Which of the following is this an example of? 
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A. LEAP 

B. MAC filtering 

C. WPA2-Enterprise 

D. Captive portal 

Correct Answer: D 

 

QUESTION 5

An administrator has configured a new Linux server with the FTP service. Upon verifying that the service was configured
correctly, the administrator has several users test the FTP service. Users report that they are able to connect to the FTP
service and download their personal files, however, they cannot transfer new files to the server. Which of the following
will most likely fix the uploading issue for the users? 

A. Create an ACL to allow the FTP service write access to user directories 

B. Set the Boolean selinux value to allow FTP home directory uploads 

C. Reconfigure the ftp daemon to operate without utilizing the PSAV mode 

D. Configure the FTP daemon to utilize PAM authentication pass through user permissions 

Correct Answer: A 
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