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QUESTION 1

RC4 is a strong encryption protocol that is general used with which of the following? 

A. WPA2 CCMP 

B. PEAP 

C. WEP 

D. EAP-TLS 

Correct Answer: C 

 

QUESTION 2

A new security policy in an organization requires that all file transfers within the organization be completed using
applications that provide secure transfer. Currently, the organization uses FTP and HTTP to transfer files. Which of the
following should the organization implement in order to be compliant with the new policy? 

A. Replace FTP with SFTP and replace HTTP with TLS 

B. Replace FTP with FTPS and replaces HTTP with TFTP 

C. Replace FTP with SFTP and replace HTTP with Telnet 

D. Replace FTP with FTPS and replaces HTTP with IPSec 

Correct Answer: B 

 

QUESTION 3

Which of the following authentication services combines authentication and authorization in a use profile and use UDP? 

A. LDAP 

B. Kerberos 

C. TACACS+ 

D. RADIUS 

Correct Answer: D 

 

QUESTION 4

The SSID broadcast for a wireless router has been disabled but a network administrator notices that unauthorized users
are accessing the wireless network. The administor has determined that attackers are still able to detect the presence of
the wireless network despite the fact the SSID has been disabled. Which of the following would further obscure the
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presence of the wireless network? 

A. Upgrade the encryption to WPA or WPA2 

B. Create a non-zero length SSID for the wireless router 

C. Reroute wireless users to a honeypot 

D. Disable responses to a broadcast probe request 

Correct Answer: D 

 

QUESTION 5

Which of the following may be used with a BNC connector? 

A. 10GBaseT 

B. 1000BaseSX 

C. 100BaseFX 

D. 10Base2 

Correct Answer: D 
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