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QUESTION 1

If you don\\'t know the MAC address of a Linux-based machine, what command-line utility can you use to ascertain it?
A. macconfig

B. ifconfig

C. ipconfig

D. config

Correct Answer: B

To find MAC address of a Unix/Linux workstation, use ifconfig or ip a.

QUESTION 2

After receiving the hard drive from detectives, the forensic analyst for a court case used a log to capture corresponding
events prior to sending the evidence to lawyers. Which of the following do these actions demonstrate?

A. Chain of custody

B. Order if volatility

C. Data analysis

D. Tracking man hours and expenses

Correct Answer: A

QUESTION 3

Which of the following metrics is important for measuring the extent of data required during backup and recovery?
A. MOU

B. ARO

C. ALE

D. RPO

Correct Answer: C

QUESTION 4

An assessment too reports that the company\\'s web server may be susceptible to remote buffer overflow. The web
server administrator insists that the finding is a false positive. Which of the following should the administrator do to verify
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if this is indeed a false positive?
A. Use a banner grabbing tool
B. Run a vulnerability scan

C. Enforce company policies

D. Perform a penetration test

Correct Answer: B

QUESTION 5

A chief information officer (CIO) is concerned about Pl contained in the organization\\'s various data warehouse
platforms. Since not all of the PII transferred to the organization is required for proper operation of the data warehouse
application, the CIO requests the in needed PII data be parsed and securely discarded. Which of the following controls
would be MOST appropriate in this scenario?

A. Execution of PIl data identification assessments

B. Implementation of data sanitization routines

C. Encryption of data-at-rest

D. Introduction of education programs and awareness training

E. Creation of policies and procedures

Correct Answer: E
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