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QUESTION 1
Matt, an administrator, notices a flood fragmented packet and retransmits from an email server.

After disabling the TCP offload setting on the NIC, Matt sees normal traffic with packets flowing in sequence again.
Which of the following utilities was he MOST likely using to view this issue?

A. Spam filter

B. Protocol analyzer

C. Web application firewall

D. Load balancer

Correct Answer: B

A protocol analyzer is a tool used to examine the contents of network traffic. Commonly known as a sniffer, a protocol
analyzer can be a dedicated hardware device or software installed onto a typical host system. In either case, a protocol

analyzer is first a packet capturing tool that can collect network traffic and store it in memory or onto a storage device.
Once a packet is captured, it can be analyzed either with complex automated tools and scripts or manually.

QUESTION 2

A company would like to prevent the use of a known set of applications from being used on company computers. Which
of the following should the security administrator implement?

A. Whitelisting

B. Anti-malware

C. Application hardening

D. Blacklisting

E. Disable removable media

Correct Answer: D

QUESTION 3

A security administrator implements a web server that utilizes an algorithm that requires other hashing standards to
provide data integrity. Which of the following algorithms would meet the requirement?

A. SHA
B. MD5
C. RIPEMD

D. HMAC
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Correct Answer: A

QUESTION 4

Which of the following delineates why it is important to perform egress filtering and monitoring on Internet connected
security zones of interfaces on a firewall?

A. Egress traffic is more important than ingress traffic for malware prevention
B. To rebalance the amount of outbound traffic and inbound traffic

C. Outbound traffic could be communicating to known botnet sources

D. To prevent DDoS attacks originating from external network

Correct Answer: B

QUESTION 5

The help desk is experiencing a higher than normal amount of calls from users reporting slow response from the
application server. After analyzing the data from a packet capturing tool, the head of the network engineering
department determines that the issue is due, in part from the increase of personnel recently hired to perform application
development. Which of the following would BEST assist in correcting this issue?

A. Load balancer

B. Spam filter

C. VPN Concentrator

D. NIDS

Correct Answer: A
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