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QUESTION 1

While responding to an incident on a Linux server, the administrator needs to disable unused services. Which of the
following commands can be used to see processes that are listening on a TCP port? 

A. Lsof 

B. Tcpdump 

C. Top 

D. Ifconfig 

Correct Answer: A 

 

QUESTION 2

A system administrator attempts to ping a hostname and the response is 2001:4860:0:2001::68. 

Which of the following replies has the administrator received? 

A. The loopback address 

B. The local MAC address 

C. IPv4 address 

D. IPv6 address 

Correct Answer: D 

IPv6 addresses are 128-bits in length. An IPv6 address is represented as eight groups of four hexadecimal digits, each
group representing 16 bits (two octets). The groups are separated by colons (:). The hexadecimal digits are case-
insensitive, but IETF recommendations suggest the use of lower case letters. The full representation of eight 4- digit
groups may be simplified by several techniques, eliminating parts of the representation. 

 

QUESTION 3

During a recent audit, it was discovered that several user accounts belonging to former employees were still active and
had valid VPN permissions. Which of the following would help reduce the amount of risk the organization incurs in this
situation in the future? 

A. Time-of-day restrictions 

B. User access reviews 

C. Group-based privileges 

D. Change management policies 

Correct Answer: B 
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QUESTION 4

Joe a web developer wants to make sure his application is not susceptible to cross-site request forgery attacks. Which
of the following is one way to prevent this type of attack? 

A. The application should always check the HTTP referrer header 

B. The application should always check the HTTP Request header 

C. The application should always check the HTTP Host header 

D. The application should always use SSL encryption 

Correct Answer: D 

 

QUESTION 5

A Security Officer on a military base needs to encrypt several smart phones that will be going into the field. Which of the
following encryption solutions should be deployed in this situation? 

A. Elliptic curve 

B. One-time pad 

C. 3DES 

D. AES-256 

Correct Answer: D 
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