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QUESTION 1

Several departments within a company have a business need to send high volumes of confidential information to
customers via email. Which of the following is the BEST solution to mitigate unintentional exposure of confidential
information?

A. Employ encryption on all outbound emails containing confidential information.

B. Employ exact data matching and prevent inbound emails with Data Loss Prevention.

C. Employ hashing on all outbound emails containing confidential information.

D. Employ exact data matching and encrypt inbound e-mails with Data Loss Prevention.

Correct Answer: A

QUESTION 2

A security administrator is aware that a portion of the company\\'s Internet-facing network tends to be non- secure due
to poorly configured and patched systems. The business owner has accepted the risk of those systems being
compromised, but the administrator wants to determine the degree to which those systems can be used to gain access
to the company intranet. Which of the following should the administrator perform?

A. Patch management assessment

B. Business impact assessment

C. Penetration test

D. Vulnerability assessment

Correct Answer: C

QUESTION 3

The main corporate website has a service level agreement that requires availability 100% of the time, even in the case
of a disaster. Which of the following would be required to meet this demand?

A. Warm site implementation for the datacenter

B. Geographically disparate site redundant datacenter
C. Localized clustering of the datacenter

D. Cold site implementation for the datacenter

Correct Answer: B

QUESTION 4
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Which of the following is an effective way to ensure the BEST temperature for all equipment within a datacenter?
A. Fire suppression

B. Raised floor implementation

C. EMI shielding

D. Hot or cool aisle containment

Correct Answer: D

QUESTION 5

-- Exhibit -- Exhibit -
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Which of the following BEST describes the type of attack that is occurring?
A. Smurf Attack

B. Man in the middle

C. Backdoor

D. Replay

E. Spear Phishing

F. Xmas Attack

G. Blue Jacking

H. Ping of Death
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Correct Answer: A
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