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QUESTION 1

Which of the following are used to implement VPNs? (Select TWO). 

A. SFTP 

B. IPSec 

C. HTTPS 

D. SNMP 

E. SSL 

Correct Answer: BE 

 

QUESTION 2

Which of the following types of wireless attacks would be used specifically to impersonate another WAP in order to gain
unauthorized information from mobile users? 

A. IV attack 

B. Evil twin 

C. War driving 

D. Rogue access point 

Correct Answer: B 

 

QUESTION 3

Which of the following can be used on a smartphone to BEST protect against sensitive data loss if the device is stolen?
(Select TWO). 

A. Tethering 

B. Screen lock PIN 

C. Remote wipe 

D. Email password 

E. GPS tracking 

F. Device encryption 

Correct Answer: CF 
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QUESTION 4

Purchasing receives a phone call from a vendor asking for a payment over the phone. The phone number displayed on
the caller ID matches the vendor\\'s number. When the purchasing agent asks to call the vendor back, they are given a 

different phone number with a different area code. 

Which of the following attack types is this? 

A. Hoax 

B. Impersonation 

C. Spear phishing 

D. Whaling 

Correct Answer: B 

 

QUESTION 5

Which of the following is an advantage of implementing individual file encryption on a hard drive which already deploys
full disk encryption? 

A. Reduces processing overhead required to access the encrypted files 

B. Double encryption causes the individually encrypted files to partially lose their properties 

C. Individually encrypted files will remain encrypted when copied to external media 

D. File level access control only apply to individually encrypted files in a fully encrypted drive 

Correct Answer: C 
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