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QUESTION 1

After encrypting all laptop hard drives, an executive officer\\'s laptop has trouble booting to the operating system. Now
that it is successfully encrypted the helpdesk cannot retrieve the data. Which of the following can be used to decrypt the
information for retrieval?

A. Recovery agent

B. Private key

C. Trust models

D. Public key

Correct Answer: A

QUESTION 2

An information bank has been established to store contacts, phone numbers and other records. An application running
on UNIX would like to connect to this index server using port 88. Which of the following authentication services would
this use this port by default?

A. Kerberos

B. TACACS+

C. Radius

D. LDAP

Correct Answer: A

QUESTION 3

Which of the following is true about the CRL?
A. It should be kept public

B. It signs other keys

C. It must be kept secret

D. It must be encrypted

Correct Answer: A

QUESTION 4

Which of the following relies on the use of shared secrets to protect communication?
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A. RADIUS
B. Kerberos
C. PKI

D. LDAP

Correct Answer: A

QUESTION 5

Which of the following would Pete, a security administrator, do to limit a wireless signal from penetrating the exterior
walls?

A. Implement TKIP encryption
B. Consider antenna placement
C. Disable the SSID broadcast
D. Disable WPA

Correct Answer: B
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