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QUESTION 1

An online store wants to protect user credentials and credit card information so that customers can store their credit
card information and use their card for multiple separate transactions. Which of the following database designs provides
the BEST security for the online store? 

A. Use encryption for the credential fields and hash the credit card field 

B. Encrypt the username and hash the password 

C. Hash the credential fields and use encryption for the credit card field 

D. Hash both the credential fields and the credit card field 

Correct Answer: C 

 

QUESTION 2

Which of the following should the security administrator implement to limit web traffic based on country of origin? (Select
THREE). 

A. Spam filter 

B. Load balancer 

C. Antivirus 

D. Proxies 

E. Firewall 

F. NIDS 

G. URL filtering 

Correct Answer: DEG 

 

QUESTION 3

Based on information leaked to industry websites, business management is concerned that unauthorized employees are
accessing critical project information for a major, well-known new product. To identify any such users, the security
administrator could: 

A. Set up a honeypot and place false project documentation on an unsecure share. 

B. Block access to the project documentation using a firewall. 

C. Increase antivirus coverage of the project servers. 

D. Apply security updates and harden the OS on all project servers. 
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Correct Answer: A 

 

QUESTION 4

A database administrator contacts a security administrator to request firewall changes for a connection to a new internal
application. The security administrator notices that the new application uses a port typically monopolized by a virus. The
security administrator denies the request and suggests a new port or service be used to complete the application\\'s
task. Which of the following is the security administrator practicing in this example? 

A. Explicit deny 

B. Port security 

C. Access control lists 

D. Implicit deny 

Correct Answer: C 

 

QUESTION 5

Which of the following concepts is enforced by certifying that email communications have been sent by who the
message says it has been sent by? 

A. Key escrow 

B. Non-repudiation 

C. Multifactor authentication 

D. Hashing 

Correct Answer: B 
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