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QUESTION 1

An administrator notices that former temporary employees\\' accounts are still active on a domain. Which of the
following can be implemented to increase security and prevent this from happening? 

A. Implement a password expiration policy. 

B. Implement an account expiration date for permanent employees. 

C. Implement time of day restrictions for all temporary employees. 

D. Run a last logon script to look for inactive accounts. 

Correct Answer: D 

 

QUESTION 2

Which of the following can use RC4 for encryption? (Select TWO). 

A. CHAP 

B. SSL 

C. WEP 

D. AES 

E. 3DES 

Correct Answer: BC 

 

QUESTION 3

After viewing wireless traffic, an attacker notices the following networks are being broadcasted by local access points: 

Corpnet Coffeeshop FreePublicWifi 

Using this information the attacker spoofs a response to make nearby laptops connect back to a malicious device.
Which of the following techniques are used above? (Select TWO). 

A. Blue snarfing 

B. Evil twin 

C. Packet sniffing 

D. War dialing 

E. Rogue access point 

Correct Answer: BC 
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QUESTION 4

In which of the following categories would creating a corporate privacy policy, drafting acceptable use policies, and
group based access control be classified? 

A. Security control frameworks 

B. Best practice 

C. Access control methodologies 

D. Compliance activity 

Correct Answer: B 

 

QUESTION 5

Ann, a company\\'s security officer, often receives reports of unauthorized personnel having access codes to the cipher
locks of secure areas in the building. Ann should immediately implement which of the following? 

A. Acceptable Use Policy 

B. Physical security controls 

C. Technical controls 

D. Security awareness training 

Correct Answer: D 
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