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QUESTION 1

Which Symantec Endpoint Protection 12.1 protection technology provides the primary protection layers against zero-day
network attacks? 

A. SONAR 

B. Client Firewall 

C. Intrusion Prevention 

D. System Lockdown 

Correct Answer: C 

 

QUESTION 2

An administrator enabled the default application control rule "Block writing to USB Drives", but needs to modify it so that
clients can write to a specific make and model of company-authorized, encrypted USB drive. How should the
administrator proceed? 

A. Edit the rule set and add the device ID to the exceptions. 

B. Edit the rule set and add a condition after the block condition to allow access to the specific device. 

C. Edit the rule set and add a rule after the block rule to allow access to the specific device. 

D. Using DevViewer, plug the device into the Symantec Endpoint Protection Manager and select "Add Device to
Manager". 

Correct Answer: A 

 

QUESTION 3

An organization employs laptop users who travel frequently. The organization needs to acquire log data from these
Symantec Endpoint Protection clients periodically. This must happen without the use of a VPN. Internet routable traffic
should be allowed to and from which component? 

A. Group Update Provider (GUP) 

B. LiveUpdate Administrator Server (LUA) 

C. Symantec Endpoint Protection Manager (SEPM) 

D. IT Analytics Server (ITA) 

Correct Answer: C 

 

QUESTION 4
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A company allows users to create firewall rules. During the course of business, users are accidentally adding rules that
block a custom internal application. Which steps should the Symantec Endpoint Protection administrator take to prevent
users from blocking the custom application? 

A. create an Allow Firewall rule for the application and place it at the bottom of the firewall rules below the blue line 

B. create an Allow Firewall rule for the application and place it at the bottom of the firewall rules above the blue line 

C. create an Allow All Firewall rule for the fingerprint of the file and place it at the bottom of the firewall rules above the
blue line 

D. create an Allow for the network adapter type used by the application and place it at the top of the firewall rules below
the blue line 

Correct Answer: B 

 

QUESTION 5

Which two criteria can be used to determine hosts in a host group? (Select two.) 

A. DNS domain 

B. Subnet 

C. Gateway address 

D. WINS server 

E. DHCP server 

Correct Answer: AB 
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