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QUESTION 1

In SSL/TLS protocol, what kind of authentication is supported when you establish a secure session between a client and
a server? 

A. Peer-to-peer authentication 

B. Only server authentication (optional) 

C. Server authentication (mandatory) and client authentication (optional) 

D. Role based authentication scheme 

Correct Answer: C 

RESCORLA, Eric, SSL and TLS: Designing and Building Secure Systems, 2000, Addison Wesley Professional; SMITH,
Richard E., Internet Cryptography, 1997, Addison-Wesley Pub Co. 

 

QUESTION 2

What type of cable is used with 100Base-TX Fast Ethernet? 

A. Fiber-optic cable 

B. Category 3 or 4 unshielded twisted-pair (UTP). 

C. Category 5 unshielded twisted-pair (UTP). 

D. RG-58 cable. 

Correct Answer: C 

This is the type of cabling recommended for 100Base-TX networks. 

Fiber-optic cable is incorrect. Incorrect media type for 100Base-TX -- 100Base-FX would denote fiber optic cabling.
"Category 3 or 4 unshielded twisted-pair (UTP)" is incorrect. These types are not recommended for 

100Mbps operation. RG-58 cable is incorrect. Incorrect media type for 100Base-TX. References CBK, p. 428 AIO3, p.
455 

 

QUESTION 3

Under the Business Exemption Rule to the hearsay evidence, which of the following exceptions would have no bearing
on the inadmissibility of audit logs and audit trails in a court of law? 

A. Records are collected during the regular conduct of business. 

B. Records are collected by senior or executive management. 

C. Records are collected at or near the time of occurrence of the act being investigated to generate automated reports. 
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D. You can prove no one could have changed the records/data/logs that were collected. 

Correct Answer: B 

Hearsay evidence is not normally admissible in court unless it has firsthand evidence that can be used to prove the
evidence\\'s accuracy, trustworthiness, and reliability like a business person who generated the computer logs and
collected them. 

It is important that this person generates and collects logs as a normal part of his business and not just this one time for
court. It has to be a documented process that is carried out daily. 

The value of evidence depends upon the genuineness and competence of the source; therefore, since record collection
is not an activity likely to be performed by senior or executive management, records collected by senior or executive
management are not likely to be admissible in court. 

Hearsay evidence is usually not admissible in court unless it meets the Business Records Exemption rule to the
Hearsay evidence.

 In certain instances computer records fall outside of the hearsay rule (e.g., business records 

exemption)

 Information relates to regular business activities · Automatically computer generated data

 No human intervention

 Prove system was operating correctly

 Prove no one changed the data 

If you have a documented business process and you make use of intrusion detection tools, log analysis tools, and you
produce daily reports of activities, then the computer generated data might be admissible in court and would not be
considered Hearsay Evidence. 

Reference(s) used for this question: 

HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2002, chapter 10: Law, Investigation, and
Ethics (page 676). 

 

QUESTION 4

Cryptography does not concern itself with which of the following choices? 

A. Availability 

B. Integrity 

C. Confidentiality 

D. Validation 

Correct Answer: D 

The cryptography domain addresses the principles, means, and methods of disguising information to ensure its integrity,
confidentiality, and authenticity. Unlike the other domains, cryptography does not completely support the standard of
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availability. 

Availability 

Cryptography supports all three of the core principles of information security. Many access control systems use
cryptography to limit access to systems through the use of passwords. Many token-based authentication systems use
cryptographic-based hash algorithms to compute one- time passwords. Denying unauthorized access prevents an
attacker from entering and damaging the system or network, thereby denying access to authorized users if they damage
or currupt the data. 

Confidentiality 

Cryptography provides confidentiality through altering or hiding a message so that ideally it cannot be understood by
anyone except the intended recipient. 

Integrity 

Cryptographic tools provide integrity checks that allow a recipient to verify that a message has not been altered.
Cryptographic tools cannot prevent a message from being altered, but they are effective to detect either intentional or
accidental modification of the message. 

Additional Features of Cryptographic Systems In addition to the three core principles of information security listed
above, cryptographic tools provide several more benefits. 

Nonrepudiation 

In a trusted environment, the authentication of the origin can be provided through the simple control of the keys. The
receiver has a level of assurance that the message was encrypted by the sender, and the sender has trust that the
message was not altered once it was received. However, in a more stringent, less trustworthy environment, it may be
necessary to provide assurance via a third party of who sent a message and that the message was indeed delivered to
the right recipient. This is accomplished through the use of digital signatures and public key encryption. The use of
these tools provides a level of nonrepudiation of origin that can be verified by a third party. 

Once a message has been received, what is to prevent the recipient from changing the message and contesting that the
altered message was the one sent by the sender? The nonrepudiation of delivery prevents a recipient from changing the
message and falsely claiming that the message is in its original state. This is also accomplished through the use of
public key cryptography and digital signatures and is verifiable by a trusted third party. 

Authentication 

Authentication is the ability to determine if someone or something is what it declares to be. This is primarily 

done through the control of the keys, because only those with access to the key are able to encrypt a 

message. This is not as strong as the nonrepudiation of origin, which will be reviewed shortly 

Cryptographic functions use several methods to ensure that a message has not been changed or altered. 

These include hash functions, digital signatures, and message authentication codes (MACs). The main 

concept is that the recipient is able to detect any change that has been made to a message, whether 

accidentally or intentionally. 

Access Control 

Through the use of cryptographic tools, many forms of access control are supported--from log- ins via 
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passwords and passphrases to the prevention of access to confidential files or messages. In all cases, 

access would only be possible for those individuals that had access to the correct cryptographic keys. 

NOTE FROM CLEMENT: 

As you have seen this question was very recently updated with the latest content of the Official ISC2 Guide 

(OIG) to the CISSP CBK, Version 3. 

Myself, I agree with most of you that cryptography does not help on the availability side and it is even the 

contrary sometimes if you loose the key for example. In such case you would loose access to the data and 

negatively impact availability. But the ISC2 is not about what I think or what you think, they have their own 

view of the world where they claim and state clearly that cryptography does address availability even thou 

it does not fully address it. 

They look at crypto as the ever emcompassing tool it has become today. Where it can be use for 

authentication purpose for example where it would help to avoid corruption of the data through illegal 

access by an unauthorized user. 

The question is worded this way in purpose, it is VERY specific to the CISSP exam context where ISC2 

preaches that cryptography address availability even thou they state it does not fully address it. This is 

something new in the last edition of their book and something you must be aware of. 

Best regards 

Clement 

The following terms are from the Software Development Security domain: 

Validation: The assurance that a product, service, or system meets the needs of the customer and other 

identified stakeholders. It often involves acceptance and suitability with external customers. Contrast with 

verification below." 

Verification: The evaluation of whether or not a product, service, or system complies with a regulation, 

requirement, specification, or imposed condition. It is often an internal process. 

Contrast with validation." 

The terms above are from the Software Development Security Domain. 

Reference(s) used for this question: 

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition : 

Cryptography (Kindle Locations 227-244). . Kindle Edition. 
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and 

Schneiter, Andrew (2013-04-15). Official (ISC)2 Guide to the CISSP CBK, Third Edition : 

Cryptography (Kindle Locations 206-227). . Kindle Edition. 

and 

http://en.wikipedia.org/wiki/Verification_and_validation 

 

QUESTION 5

What can be defined as an event that could cause harm to the information systems? 

A. A risk 

B. A threat 

C. A vulnerability 

D. A weakness 

Correct Answer: B 

A threat is an event or activity that has the potential to cause harm to the information systems. A risk is the probability
that a threat will materialize. A vulnerability, or weakness, is a lack of a safeguard, which may be exploited by a threat,
causing harm to the information systems. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 1: Access Control Systems (page 32). 
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