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QUESTION 1

In Discretionary Access Control the subject has authority, within certain limitations, 

A. but he is not permitted to specify what objects can be accessible and so we need to get an independent third party to
specify what objects can be accessible. 

B. to specify what objects can be accessible. 

C. to specify on a aggregate basis without understanding what objects can be accessible. 

D. to specify in full detail what objects can be accessible. 

Correct Answer: B 

With Discretionary Access Control, the subject has authority, within certain limitations, to specify what objects can be
accessible. 

For example, access control lists can be used. This type of access control is used in local, dynamic situations where the
subjects must have the discretion to specify what resources certain users are permitted to access. 

When a user, within certain limitations, has the right to alter the access control to certain objects, this is termed as user-
directed discretionary access control. In some instances, a hybrid approach is used, which combines the features of
user-based and identity-based discretionary access control. 

References: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer Security,
2001, John Wiley and Sons, Page 33. 

and 

HARRIS, Shon, All-In-One CISSP Certification uide 5th Edition, McGraw- Hill/Osborne, 2010, Chapter 4: Access Control
(page 210-211). 

 

QUESTION 2

What is the PRIMARY goal of incident handling? 

A. Successfully retrieve all evidence that can be used to prosecute 

B. Improve the company\\'s ability to be prepared for threats and disasters 

C. Improve the company\\'s disaster recovery plan 

D. Contain and repair any damage caused by an event. 

Correct Answer: D 

This is the PRIMARY goal of an incident handling process. 

The other answers are incorrect because : 
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Successfully retrieve all evidence that can be used to prosecute is more often used in identifying weaknesses than in
prosecuting. 

Improve the company\\'s ability to be prepared for threats and disasters is more appropriate for a disaster 

recovery plan. 

Improve the company\\'s disaster recovery plan is also more appropriate for disaster recovery plan. 

Reference : Shon Harris AIO v3 , Chapter - 10 : Law, Investigation, and Ethics , Page : 727-728 

 

QUESTION 3

The MOST common threat that impacts a business\\'s ability to function normally is: 

A. Power Outage 

B. Water Damage 

C. Severe Weather 

D. Labor Strike 

Correct Answer: A 

The MOST common threat that impacts a business\\'s ability to function normally is power. Power interruption cause
more business interruption than any other type of event. 

The second most common threat is Water such as flood, water damage from broken pipe, leaky roof, etc... Threats will
be discovered while doing your Threats and Risk Assessments (TRA). There are three elements of risks: threats,
assets, and mitigating factors (countermeasures, safeguards, controls). 

A threat is an event or situation that if it occured would affect your business and may even prevent it from functioning
normally or in some case functioning at all. Evaluation of threats is done by looking at Likelihood and Impact of possible
threat. Safeguards, countermeasures, and controls would be used to bring the threat level down to an acceptable level. 

Other common events that can impact a company are: 

Weather, cable cuts, fires, labor disputes, transportation mishaps, hardware failure, chemical spills, 

sabotage. 

References: 

The Official ISC2 Guide to the CISSP CBK, Second Edition, Page 275-276 

 

QUESTION 4

What can best be defined as the detailed examination and testing of the security features of an IT system or product to
ensure that they work correctly and effectively and do not show any logical vulnerabilities, such as evaluation criteria? 

A. Acceptance testing 
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B. Evaluation 

C. Certification 

D. Accreditation 

Correct Answer: B 

Evaluation as a general term is described as the process of independently assessing a system against a standard of
comparison, such as evaluation criteria. Evaluation criterias are defined as a benchmark, standard, or yardstick against
which accomplishment, conformance, performance, and suitability of an individual, hardware, software, product, or plan,
as well as of risk-reward ratio is measured. 

What is computer security evaluation? 

Computer security evaluation is the detailed examination and testing of the security features of an IT system or product
to ensure that they work correctly and effectively and do not show any logical vulnerabilities. The Security Target
determines the scope of the evaluation. It includes a claimed level of Assurance that determines how rigorous the
evaluation is. 

Criteria 

Criteria are the "standards" against which security evaluation is carried out. They define several degrees of rigour for the
testing and the levels of assurance that each confers. They also define the formal requirements needed for a product (or
system) to meet each Assurance level. 

TCSEC 

The US Department of Defense published the first criteria in 1983 as the Trusted Computer Security Evaluation Criteria
(TCSEC), more popularly known as the "Orange Book". The current issue is dated 1985. The US Federal Criteria were
drafted in the early 1990s as a possible replacement but were never formally adopted. 

ITSEC 

During the 1980s, the United Kingdom, Germany, France and the Netherlands produced versions of their own national
criteria. These were harmonised and published as the Information Technology Security Evaluation Criteria (ITSEC). The
current issue, Version 1.2, was published by the European Commission in June 1991. In September 1993, it was
followed by the IT Security Evaluation Manual (ITSEM) which specifies the methodology to be followed when carrying
out ITSEC evaluations. 

Common Criteria The Common Criteria represents the outcome of international efforts to align and develop the existing
European and North American criteria. The Common Criteria project harmonises ITSEC, CTCPEC (Canadian Criteria)
and US Federal Criteria (FC) into the Common Criteria for Information Technology Security Evaluation (CC) for use in
evaluating products and systems and for stating security requirements in a standardised way. Increasingly it is replacing
national and regional criteria with a worldwide set accepted by the International Standards Organisation (ISO15408). 

The following answer were not applicable: 

Certification is the process of performing a comprehensive analysis of the security features and safeguards of a system
to establish the extent to which the security requirements are satisfied. Shon Harris states in her book that Certification
is the comprehensive technical evaluation of the security components and their compliance for the purpose of
accreditation. 

Wikipedia describes it as: Certification is a comprehensive evaluation of the technical and non- technical security
controls (safeguards) of an information system to support the accreditation process that establishes the extent to which
a particular design and implementation meets a set of specified security requirements Accreditation is the official
management decision to operate a system. Accreditation is the formal declaration by a senior agency official
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(Designated Accrediting Authority (DAA) or Principal Accrediting Authority (PAA)) that an information system is
approved to operate at an acceptable level of risk, based on the implementation of an approved set of technical,
managerial, and procedural security controls (safeguards). 

Acceptance testing refers to user testing of a system before accepting delivery. 

Reference(s) used for this question: 

HARE, Chris, Security Architecture and Models, Area 6 CISSP Open Study Guide, January 2002. 

and 

https://en.wikipedia.org/wiki/Certification_and_Accreditation 

and 

http://www.businessdictionary.com/definition/evaluation-criteria.html 

and 

http://www.cesg.gov.uk/products_services/iacs/cc_and_itsec/secevalcriteria.shtml 

 

QUESTION 5

What is a limitation of TCP Wrappers? 

A. It cannot control access to running UDP services. 

B. It stops packets before they reach the application layer, thus confusing some proxy servers. 

C. The hosts. access control system requires a complicated directory tree. 

D. They are too expensive. 

Correct Answer: A 

TCP Wrappers can control when a UDP server starts but has little control afterwards because UDP 

packets can be sent randomly. 

The following answers are incorrect: 

It stops packets before they reach the application layer, thus confusing some proxy servers. Is incorrect 

because the TCP Wrapper acts as an ACL restricting packets so would not confuse a proxy server 

because the packets would not arrive and would not be a limitation. 

The hosts. access control system requires a complicated directory tree. Is incorrect because a simple 

directory tree is involved. 

They are too expensive. Is incorrect because TCP Wrapper is considered open source with a BSD 

licensing scheme. 
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