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QUESTION 1

What does the (star) property mean in the Bell-LaPadula model? 

A. No write up 

B. No read up 

C. No write down 

D. No read down 

Correct Answer: C 

The (star) property of the Bell-LaPadula access control model states that writing of information by a subject at a higher
level of sensitivity to an object at a lower level of sensitivity is not permitted (no write down). 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 5: Security Architectures and Models (page 202). 

Also check out: HARRIS, Shon, All-In-One CISSP Certification uide, McGraw- Hill/Osborne, 2002, Chapter 5: Security
Models and Architecture (page 242, 243). 

 

QUESTION 2

Which of the following would be an example of the best password? 

A. golf001 

B. Elizabeth 

C. T1me4g0lF 

D. password 

Correct Answer: C 

 

The best passwords are those that are both easy to remember and hard to crack using a dictionary attack. The best way
to create passwords that fulfil both criteria is to use two small unrelated words or phonemes, ideally with upper and
lower case characters, a special character, and/or a number. Shouldn\\'t be used: common names, DOB, spouse,
phone numbers, words found in dictionaries or system defaults. 

Source: ROTHKE, Ben, CISSP CBK Review presentation on domain 1. 

 

QUESTION 3

What is also known as 10Base5? 

A. Thinnet 
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B. Thicknet 

C. ARCnet 

D. UTP 

Correct Answer: B 

Thicknet is a coaxial cable with segments of up to 500 meters, also known as 10Base5. Thinnet is a coaxial cable with
segments of up to 185 meters. Unshielded twisted pair (UTP) has three variations: 10 Mbps (10BaseT), 100 Mbps
(100BaseT) or 1 Gbps (1000BaseT). ARCnet is a LAN media access method. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 108). 

 

QUESTION 4

Which of the following would NOT violate the Due Diligence concept? 

A. Security policy being outdated 

B. Data owners not laying out the foundation of data protection 

C. Network administrator not taking mandatory two-week vacation as planned 

D. Latest security patches for servers being installed as per the Patch Management process 

Correct Answer: D 

To be effective a patch management program must be in place (due diligence) and detailed procedures would specify
how and when the patches are applied properly (Due Care). Remember, the question asked for NOT a violation of Due
Diligence, in this case, applying patches demonstrates due care and the patch management process in place
demonstrates due diligence. 

Due diligence is the act of investigating and understanding the risks the company faces. A company practices by
developing and implementing security policies, procedures, and standards. Detecting risks would be based on
standards such as ISO 2700, Best Practices, and other published standards such as NIST standards for example. Due
Diligence is understanding the current threats and risks. Due diligence is practiced by activities that make sure that the
protection mechanisms are continually maintained and operational where risks are constantly being evaluated and
reviewed. The security policy being outdated 

would be an example of violating the due diligence concept. 

Due Care is implementing countermeasures to provide protection from those threats. Due care is when the 

necessary steps to help protect the company and its resources from possible risks that have been 

identifed. If the information owner does not lay out the foundation of data protection (doing something 

about it) and ensure that the directives are being enforced (actually being done and kept at an acceptable 

level), this would violate the due care concept. 

If a company does not practice due care and due diligence pertaining to the security of its assets, it can be 
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legally charged with negligence and held accountable for any ramifications of that negligence. Liability is 

usually established based on Due Diligence and Due Care or the lack of either. 

A good way to remember this is using the first letter of both words within Due Diligence (DD) and Due Care 

(DC). 

Due Diligence = Due Detect 

Steps you take to identify risks based on best practices and standards. 

Due Care = Due Correct. 

Action you take to bring the risk level down to an acceptable level and maintaining that level over time. 

The Following answer were wrong: 

Security policy being outdated: 

While having and enforcing a security policy is the right thing to do (due care), if it is outdated, you are not 

doing it the right way (due diligence). This questions violates due diligence and not due care. 

Data owners not laying out the foundation for data protection: 

Data owners are not recognizing the "right thing" to do. They don\\'t have a security policy. 

Network administrator not taking mandatory two week vacation: 

The two week vacation is the "right thing" to do, but not taking the vacation violates due diligence (not 

doing the right thing the right way) 

Reference(s) used for this question Shon Harris, CISSP All In One, Version 5, Chapter 3, pg 110 

 

QUESTION 5

The National Institute of Standards and Technology (NIST) standard pertaining to perimeter protection states that critical
areas should be illuminated up to? 

A. Illiminated at nine feet high with at least three foot-candles 

B. Illiminated at eight feet high with at least three foot-candles 

C. Illiminated at eight feet high with at least two foot-candles 

D. Illuminated at nine feet high with at least two foot-candles 

Correct Answer: B 

The National Institute of Standards and Technology (NIST) standard pertaining to perimeter protection states that critical
areas should be illuminated eight feet high with at least two foot- candles. 

It can also be referred to as illuminating to a height of eight feet, with a BRIGHTNESS of two foot-candles. One
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footcandle 10.764 lux. The footcandle (or lumen per square foot) is a non-SI unit of illuminance. Like the BTU, it is
obsolete but it is still in fairly common use in the United States, particularly in construction-related engineering and in
building codes. Because lux and footcandles are different units of the same quantity, it is perfectly valid to convert
footcandles to lux and vice versa. 

The name "footcandle" conveys "the illuminance cast on a surface by a one-candela source one foot away." As natural
as this sounds, this style of name is now frowned upon, because the dimensional formula for the unit is not foot ·
candela, but lumens per square foot. 

Some sources do however note that the "lux" can be thought of as a "metre-candle" (i.e. the illuminance cast on a
surface by a one-candela source one meter away). A source that is farther away casts less illumination than one that is
close, so one lux is less illuminance than one footcandle. Since illuminance follows the inverse-square law, and since
one foot = 0.3048 m, one lux = 0.30482 footcandle 1/10.764 footcandle. 

TIPS FROM CLEMENT: 

Illuminance (light level) The amount of light, measured in foot-candles (US unit), that falls n a surface, either horizontal
or vertical. 

Parking lots lighting needs to be an average of 2 foot candles; uniformity of not more than 3:1, no area less than 1 fc. 

All illuminance measurements are to be made on the horizontal plane with a certified light meter calibrated to NIST
standards using traceable light sources. 

The CISSP ram 2 from Michael Gregg says: 

Lighting is a commonly used form of perimeter protection. Some studies have found that up to 80% of criminal acts at
businesses and shopping centers happen in adjacent parking lots. Therefore, it\\'s easy to see why lighting can be such
an important concern. 

Outside lighting discourages prowlers and thieves. 

The National Institute of Standards and Technologies (NIST) states that, for effective perimeter control, 

buildings should be illuminated 8 feet high, with 2-foot candle power. 

Reference used for this question: 

HARRIS, Shon, All-In-One CISSP Certification uide, McGraw-Hill/Osborne, 2001, Page 325. 

and 

Shon\\'s AIO v5 pg 459 

and 

http://en.wikipedia.org/wiki/Foot-candle 
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