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QUESTION 1

A SysOps administrator is required to monitor free space on Amazon EBS volumes attached to Microsoft Windows-
based Amazon EC2 instances within a company\\'s account. The administrator must be alerted to potential issues. 

What should the administrator do to receive email alerts before low storage space affects EC2 instance performance? 

A. Use built-in Amazon CloudWatch metrics, and configure CloudWatch alarms and an Amazon SNS topic for email
notifications 

B. Use AWS CloudTrail logs and configure the trail to send notifications to an Amazon SNS topic. 

C. Use the Amazon CloudWatch agent to send disk space metrics, then set up CloudWatch alarms using an Amazon
SNS topic. 

D. Use AWS Trusted Advisor and enable email notification alerts for EC2 disk space 

Correct Answer: C 

 

QUESTION 2

A compliance learn requites all administrator passwords for Amazon RDS DB instances to be changed at least
annually. 

Which solution meets this requirement in the MOST operationally efficient manner? 

A. Store the database credentials in AWS Secrets Manager. Configure automatic rotation for the secret every 365 days. 

B. Store the database credentials as a parameter In the RDS parameter group. Create a database trigger to rotate the
password every 365 days. 

C. Store the database credentials in a private Amazon S3 bucket. Schedule an AWS Lambda function to generate a
new set of credentials every 365 days. 

D. Store the database credentials in AWS Systems Manager Parameter Store as a secure string parameter. Configure
automatic rotation for the parameter every 365 days. 

Correct Answer: A 

 

QUESTION 3

A company has a policy that requires all Amazon EC2 instances to have a specific set of tags. If an EC2 instance does
not have the required tags, the noncompliant instance should be terminated. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to send all EC2 instance state changes to an
AWS Lambda function to determine if each instance is compliant. Terminate any noncompliant instances. 

B. Create an IAM policy that enforces all EC2 instance tag requirements. If the required tags are not in place for an
instance, the policy will terminate noncompliant instance. 
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C. Create an AWS Lambda function to determine if each EC2 instance is compliant and terminate an instance if it is
noncompliant. Schedule the Lambda function to invoke every 5 minutes. 

D. Create an AWS Config rule to check if the required tags are present. If an EC2 instance is noncompliant, invoke an
AWS Systems Manager Automation document to terminate the instance. 

Correct Answer: D 

Explanation: https://docs.aws.amazon.com/systems-manager/latest/userguide/systems- manager-automation.html 

 

QUESTION 4

A company creates a new member account by using AWS Organizations. A SysOps administrator needs to add AWS
Business Support to the new account. Which combination of steps must the SysOps administrator take to meet this
requirement? (Select TWO.) 

A. Sign in to the new account by using 1AM credentials. Change the support plan. 

B. Sign in to the new account by using root user credentials. Change the support plan. 

C. Use the AWS Support API to change the support plan. 

D. Reset the password of the account root user. 

E. Create an IAM user that has administrator privileges in the new account. 

Correct Answer: BE 

Explanation: The best combination of steps to meet this requirement is to sign in to the new account by using root user
credentials and change the support plan, and to create an IAM user that has administrator privileges in the new
account. 

Signing in to the new account by using root user credentials will allow the SysOps administrator to access the account
and change the support plan to AWS Business Support. Additionally, creating an IAM user that has administrator
privileges 

in the new account will ensure that the SysOps administrator has the necessary access to manage the account and
make changes to the support plan if necessary. 

Reference: 

[1] https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_a
ccess.html#orgs_manage_accounts_access_signin-root 

 

QUESTION 5

A company has a high-performance Windows workload. The workload requires a storage volume mat provides
consistent performance of 10.000 KDPS. The company does not want to pay for additional unneeded capacity to
achieve this performance. 

Which solution will meet these requirements with the LEAST cost? 

A. Use a Provisioned IOPS SSD (lol) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
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provisioned IOPS 

B. Use a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume that is configured with 10.000
provisioned IOPS. 

C. Use an Amazon Elastic File System (Amazon EFS) file system w\ Max I/O mode. 

D. Use an Amazon FSx for Windows Fife Server foe system that is configured with 10.000 IOPS 

Correct Answer: A 
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