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QUESTION 1

A company is using an Amazon Aurora MySQL DB cluster that has point-in-time recovery, backtracking, and automatic
backup enabled. A SysOps administrator needs to be able to roll back the DB cluster to a specific recovery point within
the previous 72 hours. Restores must be completed in the same production DB cluster. 

Which solution will meet these requirements? 

A. Create an Aurora Replica. Promote the replica to replace the primary DB instance. 

B. Create an AWS Lambda function to restore an automatic backup to the existing DB cluster. 

C. Use backtracking to rewind the existing DB cluster to the desired recovery point. 

D. Use point-in-time recovery to restore the existing DB cluster to the desired recovery point. 

Correct Answer: C 

Explanation: "The limit for a backtrack window is 72 hours.....Backtracking is only available for DB clusters that were
created with the Backtrack feature enabled....Backtracking "rewinds" the DB cluster to the time you specify.
Backtracking is not a replacement for backing up your DB cluster so that you can restore it to a point in time....You can
backtrack a DB cluster quickly. Restoring a DB cluster to a point in time launches a new DB cluster and restores it from
backup data or a DB cluster snapshot, which can take hours." 

https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managi ng.Backtrack.html 

 

QUESTION 2

A company is tunning a website on Amazon EC2 instances thai are in an Auto Scaling group When the website traffic
increases, additional instances lake several minutes to become available because ot a long-running user data script that
installs software A SysOps administrator must decrease the time that is required (or new instances to become
available. 

Which action should the SysOps administrator take to meet this requirement? 

A. Reduce the scaling thresholds so that instances are added before traffic increases 

B. Purchase Reserved Instances to cover 100% of the maximum capacity of the Auto Scaling group 

C. Update the Auto Scaling group to launch instances that have a storage optimized instance type 

D. Use EC2 Image Builder to prepare an Amazon Machine Image (AMI) that has pre- installed software 

Correct Answer: D 

Explanation: automated way to update your image. Have a pipeline to update your image. When you boot from your
AMI updates = scrits are already pre-installed, so no need to complete boot scripts in boot process.
https://aws.amazon.com/ image-builder/ 

 

QUESTION 3
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A company needs to upload gigabytes of files every day. The company need to achieve higher throughput and upload
speeds to Amazon S3. 

Which action should a SysOps administrator take to meet this requirement? 

A. Create an Amazon CloudFront distribution with the GET HTTP method allowed and the S3 bucket as an origin. 

B. Create an Amazon ElastiCache duster and enable caching for the S3 bucket 

C. Set up AWS Global Accelerator and configure it with the S3 bucket 

D. Enable S3 Transfer Acceleration and use the acceleration endpoint when uploading files 

Correct Answer: D 

Enable Amazon S3 Transfer Acceleration Amazon S3 Transfer Acceleration can provide fast and secure transfers over
long distances between your client and Amazon S3. Transfer Acceleration uses Amazon CloudFront\\'s globally
distributed edge locations. https://aws.amazon.com/premiumsupport/knowledge-center/s3-upload-large-files/ 

 

QUESTION 4

A company uses an Amazon CloudFront distribution to deliver its website. Traffic logs for the website must be centrally
stored, and all data must be encrypted at rest. 

Which solution will meet these requirements? 

A. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with internet access and server-
side encryption that uses the default AWS managed key. Configure CloudFront to use the Amazon OpenSearch Service
(Amazon Elasticsearch Service) domain as a log destination. 

B. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with VPC access and server-side
encryption that uses AES-256 Configure CloudFront to use the Amazon OpenSearch Service (Amazon Elasticsearch
Service) domain as a log destination. 

C. Create an Amazon S3 bucket that Is configured with default server-side encryption that uses AES-256. Configure
CloudFront to use the S3 bucket as a log destination. 

D. Create an Amazon S3 bucket that is configured with no default encryption. Enable encryption in the CloudFront
distribution, and use the S3 bucket as a log destination. 

Correct Answer: C 

 

 

QUESTION 5

A company\\'s application currently uses an IAM role that allows all access to all AWS services. A SysOps administrator
must ensure that the company\\'s IAM policies allow only the permissions that the application requires. 

How can the SysOps administrator create a policy to meet this requirement? 

A. Turn on AWS CloudTrail. Generate a policy by using AWS Security Hub. 
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B. Turn on Amazon EventBridge (Amazon CloudWatch Events). Generate a policy by using AWS Identity and Access
Management Access Analyzer. 

C. Use the AWS CLI to run the get-generated-policy command in AWS Identity and Access Management Access
Analyzer. 

D. Turn on AWS CloudTrail. Generate a policy by using AWS Identity and Access Management Access Analyzer. 

Correct Answer: D 

Explanation: Generate a policy by using AWS Identity and Access Management Access Analyzer. AWS CloudTrail is a
service that records all API calls made on your account. You can use this data to generate a policy with AWS Identity
and Access Management Access Analyzer that only allows the permissions that the application requires. This will
ensure that the application only has the necessary permissions and will protect the company from any unauthorized
access. https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html#what-is- access-analyzer-
policy-generation 
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