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QUESTION 1

A SysOps administrator is testing an application mat is hosted on five Amazon EC2 instances The instances run in an
Auto Scaling group behind an Application Load Balancer (ALB) High CPU utilization during load testing is causing the
Auto Scaling group to scale out. The SysOps administrator must troubleshoot to find the root cause of the high CPU
utilization before the Auto Scaling group scales out. 

Which action should the SysOps administrator take to meet these requirements? 

A. Enable instance scale-in protection. 

B. Place the instance into the Standby stale. 

C. Remove the listener from the ALB 

D. Suspend the Launch and Terminate process types. 

Correct Answer: A 

 

QUESTION 2

A SysOps administrator receives an alert from Amazon GuardDuty about suspicious network activity on an Amazon
FC2 instance. The GuardDuty finding lists a new external IP address as a traffic destination. The SysOps administrator
does not recognize the external IP address. The SysOps administrator must block traffic to the external IP address that
GuardDuty identified. 

Which solution will meet this requirement? 

A. Create a new security group to block traffic to the external IP address. Assign the new security group to the EC2
instance 

B. Use VPC flow logs with Amazon Athena to block traffic to the external IP address 

C. Create a network ACL Add an outbound deny rule tor traffic to the external IP address 

D. Create a new security group to block traffic to the external IP address Assign the new security group to the entire
VPC 

Correct Answer: A 

 

 

QUESTION 3

A company needs to deploy a new workload on AWS. The company must encrypt all data at rest and must rotate the
encryption keys once each year. The workload uses an Amazon RDS for MySQL Multi-AZ database for data storage.
Which configuration approach will meet these requirements? 

A. Enable Transparent Data Encryption (TDE) in the MySQL configuration file. Manually rotate the key every 12
months. 
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B. Enable RDS encryption on the database at creation time by using the AWS managed key for Amazon RDS. 

C. Create a new AWS Key Management Service (AWS KMS) customer managed key. Enable automatic key rotation.
Enable RDS encryption on the database at creation time by using the KMS key. 

D. Create a new AWS Key Management Service (AWS KMS) customer managed key. Enable automatic key rotation.
Enable encryption on the Amazon Elastic Block Store (Amazon EBS) volumes that are attached to the RDS DB
instance. 

Correct Answer: C 

Explanation: This configuration approach will meet the requirement of encrypting all data at rest and rotating the
encryption keys once each year. By creating a new AWS KMS customer managed key and enabling automatic key
rotation, the encryption keys will be rotated automatically every year. By enabling RDS encryption on the database at
creation time using the KMS key, all data stored in the RDS for MySQL Multi-AZ database will be encrypted at rest. This
approach provide more control over key management and rotation and provide additional security benefits. 

 

QUESTION 4

A company applies user-defined tags to resources that are associated with me company\\'s AWS workloads Twenty
days after applying the tags, the company notices that it cannot use re tags to filter views in the AWS Cost Explorer
console. 

What is the reason for this issue? 

A. It lakes at least 30 days to be able to use tags to filter views in Cost Explorer. 

B. The company has not activated the user-defined tags for cost allocation. 

C. The company has not created an AWS Cost and Usage Report 

D. The company has not created a usage budget in AWS Budgets 

Correct Answer: B 

 

QUESTION 5

A company is storing media content in an Amazon S3 bucket and uses Amazon CloudFront to distribute the content to
its users. Due to licensing terms, the company is not authorized to distribute the content in some countries. A SysOps 

administrator must restrict access to certain countries. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Configure the S3 bucket policy to deny the GetObject operation based on the S3:LocationConstraint condition. 

B. Create a secondary origin access identity (OAI). Configure the S3 bucket policy to prevent access from unauthorized
countries. 

C. Enable the geo restriction feature in the CloudFront distribution to prevent access from unauthorized countries. 

D. Update the application to generate signed CloudFront URLs only for IP addresses in authorized countries. 
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Correct Answer: C 
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