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QUESTION 1

A company has mandated the use of multi-factor authentication (MFA) for all IAM users, and requires users to make all
API calls using the CLI. However. users are not prompted to enter MFA tokens, and are able to run CLI commands
without MFA. In an attempt to enforce MFA, the company attached an IAM policy to all users that denies API calls that
have not been authenticated with MFA. 

What additional step must be taken to ensure that API calls are authenticated using MFA? 

A. Enable MFA on IAM roles, and require IAM users to use role credentials to sign API calls. 

B. Ask the IAM users to log into the AWS Management Console with MFA before making API calls using the CLI. 

C. Restrict the IAM users to use of the console, as MFA is not supported for CLI use. 

D. Require users to use temporary credentials from the get-session token command to sign API calls. 

Correct Answer: D 

 

QUESTION 2

A SysOps administrator is testing an application mat is hosted on five Amazon EC2 instances The instances run in an
Auto Scaling group behind an Application Load Balancer (ALB) High CPU utilization during load testing is causing the
Auto Scaling group to scale out. The SysOps administrator must troubleshoot to find the root cause of the high CPU
utilization before the Auto Scaling group scales out. 

Which action should the SysOps administrator take to meet these requirements? 

A. Enable instance scale-in protection. 

B. Place the instance into the Standby stale. 

C. Remove the listener from the ALB 

D. Suspend the Launch and Terminate process types. 

Correct Answer: A 

 

QUESTION 3

A company has an Amazon RDS DB instance. The company wants to implement a caching service while maintaining
high availability. Which combination of actions will meet these requirements? (Choose two.) 

A. Add Auto Discovery to the data store. 

B. Create an Amazon ElastiCache for Memcached data store. 

C. Create an Amazon ElastiCache for Redis data store. 

D. Enable Multi-AZ for the data store. 
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E. Enable Multi-threading for the data store. 

Correct Answer: CD 

Explanation: https://aws.amazon.com/elasticache/memcached/ https://aws.amazon.com/elasticache/redis/ 

 

QUESTION 4

A company uses an Amazon CloudFront distribution to deliver its website. Traffic logs for the website must be centrally
stored, and all data must be encrypted at rest. 

Which solution will meet these requirements? 

A. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with internet access and server-
side encryption that uses the default AWS managed key. Configure CloudFront to use the Amazon OpenSearch Service
(Amazon Elasticsearch Service) domain as a log destination. 

B. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with VPC access and server-side
encryption that uses AES-256 Configure CloudFront to use the Amazon OpenSearch Service (Amazon Elasticsearch
Service) domain as a log destination. 

C. Create an Amazon S3 bucket that Is configured with default server-side encryption that uses AES-256. Configure
CloudFront to use the S3 bucket as a log destination. 

D. Create an Amazon S3 bucket that is configured with no default encryption. Enable encryption in the CloudFront
distribution, and use the S3 bucket as a log destination. 

Correct Answer: C 

 

 

QUESTION 5

A company wants to create an automated solution for all accounts managed by AWS Organizations to detect any worry
groups that urn 0.0.0.0/0 as the source address for inbound traffic. The company also wants to automatically remediate
any noncompliant security groups by restricting access to a specific CIDR block corresponds with the company\\'s
intranet. 

A. Create an AWS Config rule to detect noncompliant security groups. Set up automatic remediation to change the
0.0.0.0/0 source address to the approved CIDK block. 

B. Create an IAM policy to deny the creation of security groups that have 0.0.0.0/0 as the source address Attach this
1AM policy to every user in the company. 

C. Create an AWS Lambda function to inspect now and existing security groups check for a noncompliant 0.0.0.0A)
source address and change the source address to the approved CIDR block. 

D. Create a service control policy (SCP) for the organizational unit (OU) to deny the creation of security groups that
have the 0.0.0.0/0 source address. Set up automatic remediation to change Vie 0.0.0.0/0 source address to the
approved CIDR block. 

Correct Answer: A 
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