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QUESTION 1

A company is running a flash sale on its website. The website is hosted on burstable performance Amazon EC2
instances in an Auto Scaling group. The Auto Scaling group is configured to launch instances when the CPU utilization
is above 70%. 

A couple of hours into the sale, users report slow load times and error messages for refused connections. A SysOps
administrator reviews Amazon CloudWatch metrics and notices that the CPU utilization is at 20% across the entire fleet
of instances. 

The SysOps administrator must restore the website\\'s functionality without making changes to the network
infrastructure. 

Which solution will meet these requirements? 

A. Activate unlimited mode for the instances in the Auto Scaling group. 

B. Implement an Amazon CloudFront distribution to offload the traffic from the Auto Scaling group. 

C. Move the website to a different AWS Region that is closer to the users. 

D. Reduce the desired size of the Auto Scaling group to artificially increase CPU average utilization. 

Correct Answer: B 

Explanation: Implement an Amazon CloudFront distribution to offload the traffic from the Auto Scaling group does not
breach the requirement of no changes in the network infrastructure. Reason is that cloudfront is a distribution that allows
you to distribute content using a worldwide network of edge locations that provide low latency and high data transfer
speeds. It plug in to existing setup, not changes to it. 

 

QUESTION 2

An errant process is known to use an entire processor and run at 100%. A SysOps administrator wants to automate
restarting the instance once the problem occurs for more than 2 minutes. How can this be accomplished? 

A. Create an Amazon CloudWatch alarm for the Amazon EC2 instance with basic monitoring. Enable an action to
restart the instance. 

B. Create a CloudWatch alarm for the EC2 instance with detailed monitoring. Enable an action to restart the instance. 

C. Create an AWS Lambda function to restart the EC2 instance, triggered on a scheduled basis every 2 minutes. 

D. Create a Lambda function to restart the EC2 instance, triggered by EC2 health checks. 

Correct Answer: B 

 

QUESTION 3

A company has a critical serverless application that uses multiple AWS Lambda functions. Each Lambda function
generates 1 GB of log data daily in tts own Amazon CloudWatch Logs log group. The company\\'s security team asks
for a count of application errors, grouped by type, across all of the log groups. 
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What should a SysOps administrator do to meet this requirement? 

A. Perform a CloudWatch Logs Insights query that uses the stats command and count function. 

B. Perform a CloudWatch Logs search that uses the groupby keyword and count function. 

C. Perform an Amazon Athena query that uses the SELECT and GROUP BY keywords. 

D. Perform an Amazon RDS query that uses the SELECT and GROUP BY keywords. 

Correct Answer: A 

 

QUESTION 4

A SysOps administrator wants to upload a file that is 1 TB in size from on-premises to an Amazon S3 bucket using
multipart uploads. What should the SysOps administrator do to meet this requirement? 

A. Upload the file using the S3 console. 

B. Use the s3api copy-object command. 

C. Use the s3api put-object command. 

D. Use the s3 cp command. 

Correct Answer: D 

Explanation: It\\'s a best practice to use aws s3 commands (such as aws s3 cp) for multipart uploads and downloads,
because these aws s3 commands automatically perform multipart uploading and downloading based on the file size. By
comparison, aws s3api commands, such as aws s3api create-multipart-upload, should be used only when aws s3
commands don\\'t support a specific upload need, such as when the multipart upload involves multiple servers, a
multipart upload is manually stopped and resumed later, or when the aws s3 command doesn\\'t support a required
request parameter. https://aws.amazon.com/premiumsupport/knowledge-center/s3-multipart-upload-cli/ 

 

QUESTION 5

A company\\'s public website is hosted in an Amazon S3 bucket in the us-east-1 Region behind an Amazon CloudFront
distribution. The company wants to ensure that the website is protected from DDoS attacks. A SysOps administrator
needs to deploy a solution that gives the company the ability to maintain control over the rate limit at which DDoS
protections are applied. 

Which solution will meet these requirements? 

A. Deploy a global-scoped AWS WAF web ACL with an allow default action. Configure an AWS WAF rate-based rule to
block matching traffic. Associate the web ACL with the CloudFront distribution. 

B. Deploy an AWS WAF web ACL with an allow default action in us-east-1. Configure an AWS WAF rate-based rule to
block matching traffic. Associate the web ACL with the S3 bucket. 

C. Deploy a global-scoped AWS WAF web ACL with a block default action. Configure an AWS WAF rate-based rule to
allow matching traffic. Associate the web ACL with the CloudFront distribution. 

D. Deploy an AWS WAF web ACL with a block default action in us-east-1. Configure an AWS WAF rate-based rule to
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allow matching traffic. Associate the web ACL with the S3 bucket. 

Correct Answer: B 
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