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QUESTION 1

Which of the following can be used to map a network drive to a user profile? 

A. System service 

B. Network service 

C. Login script 

D. Kickstart script 

Correct Answer: C 

A login script is a file that contains commands or instructions that are executed when a user logs into a system or
network. A login script can be used to map a network drive to a user profile, which means that the user will have access
to a shared folder or resource on another computer or server. A login script can be written in various languages, such as
batch, PowerShell, or VBScript, and can be assigned to a user or a group using tools such as Group Policy or Active
Directory . A system service (A) is a program that runs in the background and performs tasks that are essential for the
operation of the system, such as security, networking, or hardware management. A system service does not map a
network drive to a user profile. A network service (B) is a program that provides functionality or resources to other
programs or devices over a network, such as file sharing, printing, or web hosting. A network service does not map a
network drive to a user profile. A kickstart script (D) is a file that contains configuration settings and commands for
automated installation of Linux operating systems. A kickstart script does not map a network drive to a user profile. 

References: https://www.howtogeek.com/118452/how-to-map-network-drives-from-the-command-prompt-in-windows/
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/logon 

 

QUESTION 2

A DHCP server is configured to issue IP addresses. Client machines have successfully obtained an IP address.
However, when testing, users are unable to browse the Internet. Which of the following might be the MOST likely
cause? 

A. The DHCP server is unable to communicate with the DNS server. 

B. DNS configuration on the DHCP server is missing. 

C. The client machines are not members of the domain. 

D. The DHCP server ran out of IP addresses. 

Correct Answer: B 

 

QUESTION 3

A company\\'s security team has noticed employees seem to be blocking the door in the main data center when they are
working on equipment to avoid having to gain access each time. Which of the following should be implemented to force
the employees to enter the data center properly? 

A. A security camera 
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B. A mantrap 

C. A security guard 

D. A proximity card 

Correct Answer: B 

A mantrap is a security device that consists of two interlocking doors that allow only one person to enter at a time. A
mantrap would prevent employees from blocking the door in the main data center and force them to enter properly using
their credentials. The other options would not enforce proper entry to the data center 

 

QUESTION 4

A remote physical server is unable to communicate to the network through the available NICs, which were
misconfigured. However, the server administrator is still able to configure the server remotely. Which of the following
connection types is the server administrator using to access the server? 

A. Out-of-band management 

B. Crash cart access 

C. Virtual administrator console 

D. Local KVM setup 

E. RDP connection 

Correct Answer: A 

The connection type that the server administrator is using to access the server remotely is out-of-band management.
Out-of-band management is a method of accessing and controlling a server through a dedicated network interface or
port that is separate from the regular data network. Out-of-band management allows administrators to perform tasks
such as rebooting, configuring, troubleshooting, or updating a server even if the server is offline or unresponsive through
the regular network. Out-of-band management can use protocols such as IPMI, iLO, DRAC, or BMC. Reference:
https://www.ibm.com/cloud/learn/out-of-band-management 

 

QUESTION 5

A server technician is installing application updates on a Linux server. When the technician tries to install a MySQL
update, the GUI displays the following error message: AVC denial. Which of the following should the technician do for
the MySQL update to install? 

A. Download the update manually and run a checksum utility to verify file integrity. 

B. Issue the setenforce 0 command. 

C. Create a firewall rule to allow port 3306 through the firewall. 

D. Issue the yum -y update mysql command. 

Correct Answer: B 
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The AVC denial error message indicates that SELinux (Security-Enhanced Linux) is preventing the MySQL update from
installing. SELinux is a security module that enforces mandatory access control policies on Linux systems. To install the 

MySQL update, the technician should issue the setenforce 0 command, which temporarily disables SELinux
enforcement until the next reboot. Downloading the update manually, creating a firewall rule, or issuing the yum -y
update mysql 

command will not resolve the error. 

References: 

[CompTIA Server+ Certification Exam Objectives], Domain 4.0: Server Administration, Objective 4.3: Given a scenario,
troubleshoot server issues using appropriate tools. 
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