
https://www.pass4itsure.com/scs-c02.html
2024 Latest pass4itsure SCS-C02 PDF and VCE dumps Download

 

 

 

SCS-C02Q&As

AWS Certified Security - Specialty

Pass Amazon SCS-C02 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/scs-c02.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Amazon
Official Exam Center

 

 

Latest SCS-C02 Dumps | SCS-C02 VCE Dumps | SCS-C02 Exam Questions                                1 / 7

https://www.pass4itsure.com/scs-c02.html
https://www.pass4itsure.com/scs-c02.html
https://www.pass4itsure.com/scs-c02.html


https://www.pass4itsure.com/scs-c02.html
2024 Latest pass4itsure SCS-C02 PDF and VCE dumps Download

QUESTION 1

A business stores website images in an Amazon S3 bucket. The firm serves the photos to end users through Amazon
CloudFront. The firm learned lately that the photographs are being accessible from nations in which it does not have a
distribution license. 

Which steps should the business take to safeguard the photographs and restrict their distribution? (Select two.) 

A. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI). 

B. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the
company lacks a license. 

C. Add a CloudFront geo restriction deny list of countries where the company lacks a license. 

D. Update the S3 bucket policy with a deny list of countries where the company lacks a license. 

E. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license. 

Correct Answer: AC 

For Enable Geo-Restriction, choose Yes. For Restriction Type, choose Whitelist to allow access to certain countries, or
choose Blacklist to block access from certain countries. https://IAM.amazon.com/premiumsupport/knowledge-
center/cloudfront-geo-restriction/ 

 

QUESTION 2

A security team is developing an application on an Amazon EC2 instance to get objects from an Amazon S3 bucket. All
objects in the S3 bucket are encrypted with an AWS Key Management Service (AWS KMS) customer managed key. All
network traffic for requests that are made within the VPC is restricted to the AWS infrastructure. This traffic does not
traverse the public internet. 

The security team is unable to get objects from the S3 bucket 

Which factors could cause this issue? (Select THREE.) 

A. The IAM instance profile that is attached to the EC2 instance does not allow the s3 ListBucket action to the S3:
bucket in the AWS accounts. 

B. The I AM instance profile that is attached to the EC2 instance does not allow the s3 ListParts action to the S3; bucket
in the AWS accounts. 

C. The KMS key policy that encrypts the object in the S3 bucket does not allow the kms; ListKeys action to the EC2
instance profile ARN. 

D. The KMS key policy that encrypts the object in the S3 bucket does not allow the kms Decrypt action to the EC2
instance profile ARN. 

E. The security group that is attached to the EC2 instance is missing an outbound rule to the S3 managed prefix list
over port 443. 

F. The security group that is attached to the EC2 instance is missing an inbound rule from the S3 managed prefix list
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over port 443. 

Correct Answer: ADE 

https://docs.aws.amazon.com/vpc/latest/userguide/security-group-rules.html To get objects from an S3 bucket that are
encrypted with a KMS customer managed key, the security team needs to have the following factors in place: The IAM
instance profile that is attached to the EC2 instance must allow the s3:GetObject action to the S3 bucket or object in the
AWS account. This permission is required to read the object from S3. Option A is incorrect because it specifies the
s3:ListBucket action, which is only required to list the objects in the bucket, not to get them. The KMS key policy that
encrypts the object in the S3 bucket must allow the kms:Decrypt action to the EC2 instance profile ARN. This
permission is required to decrypt the object using the KMS key. Option D is correct. The security group that is attached
to the EC2 instance must have an outbound rule to the S3 managed prefix list over port 443. This rule is required to
allow HTTPS traffic from the EC2 instance to S3 within the AWS infrastructure. Option E is correct. Option B is incorrect
because it specifies the s3:ListParts action, which is only required for multipart uploads, not for getting objects. Option C
is incorrect because it specifies the kms:ListKeys action, which is not required for getting objects. Option F is incorrect
because it specifies an inbound rule from the S3 managed prefix list, which is not required for getting objects. Verified
References: https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-s3.html 

 

QUESTION 3

A security engineer recently rotated all IAM access keys in an AWS account. The security engineer then configured
AWS Config and enabled the following AWS 

Config managed rules; mfa-enabled-for-iam-console-access, iam-user-mfa-enabled, access-key-rotated, and iam-user-
unused-credentials-check. 

The security engineer notices that all resources are displaying as noncompliant after the IAM GenerateCredentialReport
API operation is invoked. What could be the reason for the noncompliant status? 

A. The IAM credential report was generated within the past 4 hours. 

B. The security engineer does not have the GenerateCredentialReport permission. 

C. The security engineer does not have the GetCredentialReport permission. 

D. The AWS Config rules have a MaximumExecutionFrequency value of 24 hours. 

Correct Answer: D 

The correct answer is D. The AWS Config rules have a MaximumExecutionFrequency value of 24 hours. According to
the AWS documentation1, the MaximumExecutionFrequency parameter specifies the maximum frequency with which
AWS Config runs evaluations for a rule. For AWS Config managed rules, this value can be one of the following:
One_Hour Three_Hours Six_Hours Twelve_Hours TwentyFour_Hours If the rule is triggered by configuration changes,
it will still run evaluations when AWS Config delivers the configuration snapshot. However, if the rule is triggered
periodically, it will not run evaluations more often than the specified frequency. In this case, the security engineer
enabled four AWS Config managed rules that are triggered periodically. Therefore, these rules will only run evaluations
every 24 hours, regardless of when the IAM credential report is generated. This means that the resources will display as
noncompliant until the next evaluation cycle, which could take up to 24 hours after the IAM access keys are rotated. The
other options are incorrect because: 

A. The IAM credential report can be generated at any time, but it will not affect the compliance status of the resources
until the next evaluation cycle of the AWS Config rules. B. The security engineer was able to invoke the IAM
GenerateCredentialReport API operation, which means they have the GenerateCredentialReport permission. This
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permission is required to generate a credential report that lists all IAM users in an AWS account and their credential
status 

C. The security engineer does not need the GetCredentialReport permission to enable or evaluate AWS Config rules.
This permission is required to retrieve a credential report that was previously generated by using the
GenerateCredentialReport operation 

References: 

1: AWS::Config::ConfigRule -AWS CloudFormation 

2: IAM: Generate and retrieve IAM credential reports 

 

QUESTION 4

An organization must establish the ability to delete an IAM KMS Customer Master Key (CMK) within a 24-hour
timeframe to keep it from being used for encrypt or decrypt operations Which of tne following actions will address this
requirement? 

A. Manually rotate a key within KMS to create a new CMK immediately 

B. Use the KMS import key functionality to execute a delete key operation 

C. Use the schedule key deletion function within KMS to specify the minimum wait period for deletion 

D. Change the KMS CMK alias to immediately prevent any services from using the CMK. 

Correct Answer: C 

 

QUESTION 5

A company uses identity federation to authenticate users into an identity account (987654321987) where the users
assume an IAM role named IdentityRole. The users then assume an IAM role named JobFunctionRole in the target IAM
account (123456789123) to perform their job functions. 

A user is unable to assume the IAM role in the target account. The policy attached to the role in the identity account is: 
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What should be done to enable the user to assume the appropriate role in the target account? 
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A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: B 

https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/ 
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