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QUESTION 1
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

- provides benchmark recommendations and guidance for protecting Azure services,
|AZure Application Insights
| Azure Network Watcher
| Log Analytics workspaces
Security baselines for Azure

Correct Answer:

Answer Area

- provides benchmark recommendations and guidance for protecting Azure services,
|AZure Application Insights
| Azure Network Watcher
Log Analytics workspaces
| Security baselines for Azure |

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cloud-services-security-baseline

QUESTION 2

Microsoft 365 Endpoint data loss prevention (Endpoint DLP) can be used on which operating systems?
A. Windows 10 and newer only

B. Windows 10 and newer and Android only

C. Windows 10 and newer and macOS only

D. Windows 10 and newer, Android, and iOS

Correct Answer: C
https://learn.microsoft.com/en-us/purview/endpoint-dip-getting-started?view=0365-worldwide#see-also

Microsoft Endpoint DLP allows you to monitor onboarded Windows 10, and Windows 11 and onboarded macOS
devices running any of the three latest released versions.

There is also an variation of this question where iOS is mentioned. iOS = for mobile OS MacOS = for desktops/laptops

iOS = not supported for Endpoint Data Loss Prevention.
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QUESTION 3
HOTSPOT
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a O O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access O O
management service.
Correct Answer:
Answer Area
Statements Yes No
Azure Active Directory (Azure AD) is deployed to an on- O O
premises environment.
Azure Active Directory (Azure AD) is provided as part of a @ O
Microsoft 365 subscription.
Azure Active Directory (Azure AD) is an identity and access | @) O
management service.
Box 1: No

Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Box 2: Yes

Microsoft 365 uses Azure Active Directory (Azure AD). Azure Active Directory (Azure AD) is included with your Microsoft
365 subscription.

Box 3: Yes
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Azure Active Directory (Azure AD) is a cloud-based user identity and authentication service.
Reference:

https://docs.microsoft.com/en-us/microsoft-365/enterprise/about-microsoft-365-identity?view=0365-worldwide

QUESTION 4
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

In the Microsoft 365 Defender
portal, an incident is a collection alerts
of correlated

events
vulnerabilities
Microsefl Secure Score improvement actions

Correct Answer:

Answer Area

In the Microsoft 365 Defender
portal, an incident is a collection alerts
of correlated

events
vulnerabilities
Microsoft Secure Score improvement actions

Box 1: vulnerabilities Microsoft 365 Defender portal is the new home for monitoring and managing security across your
identities, data, devices, and apps, you will need to access various portals for certain specialized tasks. It used to
monitor and respond to threat activity and strengthen security posture across your identities, email, data, endpoints, and
apps with Microsoft 365 Defender

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/portals
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QUESTION 5

In the shared responsibility model for an Azure deployment, what is Microsoft solely responsible for managing?
A. the management of mobile devices

B. the permissions for the user data stored in Azure

C. the creation and management of user accounts

D. the management of the physical hardware

Correct Answer: D
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