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QUESTION 1

Which score measures an organization\\'s progress in completing actions that help reduce risks associated to data
protection and regulatory standards? 

A. Microsoft Secure Score 

B. Productivity Score 

C. Secure score in Azure Security Center 

D. Compliance score 

Correct Answer: D 

The Compliance Manager dashboard displays your overall compliance score. This score measures your progress in
completing recommended improvement actions within controls. Your score can help you understand your current
compliance posture. It can also help you prioritize actions based on their potential to reduce risk. 

A score value is assigned at these levels: 

*

 Improvement action: Each action has a different impact on your score depending on the potential risk involved. See
Action types and points below for details. 

*

 Assessment: This score is calculated using improvement action scores. Each Microsoft action and each improvement
action managed by your organization is counted once, regardless of how often it\\'s referenced in a control. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=o365-worldwide 

 

QUESTION 2

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: No 

Phishing scams are external threats. 

Box 2: Yes 

Insider risk management is a compliance solution in Microsoft 365. 

Box 3: Yes 

Insider risk management helps minimize internal risks from users. These include: 

1. 

Leaks of sensitive data and data spillage 

2. 

Confidentiality violations 

3. 

Intellectual property (IP) theft 

4. 

Fraud 

5. 
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Insider trading 

6. 

Regulatory compliance violations 

 

QUESTION 3

You need to ensure repeatability when creating new resources in an Azure subscription. What should you use? 

A. Microsoft Sentinel 

B. Azure Policy 

C. Azure Batch 

D. Azure Blueprints 

Correct Answer: D 

 

Using Azure Blueprints for repeatable deploy and update operations. 

Sometimes, using policies is just not enough. Reasons may vary—the number of projects is too big to govern via policies,
they become obstacles because you cannot enforce a particular rule, or you find complex designs with them to be just
too complicated. For all of those scenarios, Microsoft has prepared an additional tool for Azure administrators called
Azure Blueprints. They are like sketches for buildings—you can set collect all required artifacts in one place and use it for
multiple deployments. With this feature, you can orchestrate multiple deployments and shorten the time needed to
achieve a coherent architecture. If you are familiar with ARM templates, you may find Azure Blueprints much easier to
understand as they offer similar functionalities to Resource Manager. On the other hand, it is a great tool for preserving
a connection between a blueprint and a deployment or manage multiple subscriptions at once. 

Reference: https://subscription.packtpub.com/book/cloud-and-networking/9781838551452/2/ch02lvl1sec13/using-azure-
blueprints-for-repeatable-deploy-and-update-operations 

 

QUESTION 4

Which type of identity is created when you register an application with Active Directory (Azure AD)? 

A. a user account 

B. a user-assigned managed identity 

C. a system-assigned managed identity 

D. a service principal 

Correct Answer: D 

When you register an application through the Azure portal, an application object and service principal are automatically
created in your home directory or tenant. 
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QUESTION 5

HOTSPOT 

Select the answer that correctly completes the sentence. 

Hot Area: 

Correct Answer: 

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management (SIEM) and security
orchestration automated response (SOAR) solution. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/overview 
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