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QUESTION 1
You plan to move resources to the cloud.

You are evaluating the use of Infrastructure as a service (laaS), Platform as a service (PaaS), and Software as a service
(SaaS) cloud models.

You plan to manage only the data, user accounts, and user devices for a cloud-based app.
Which cloud model will you use?

A. laaS

B. SaaS

C. PaaS

Correct Answer: B

https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility Responsibility always retained by
the customer:

1.

Information and Data

2.

Devices (Mobile and PCs)
3.

Accounts and Identities

QUESTION 2

Each product group at your company must show a distinct product logo in encrypted emails instead of the standard
Microsoft Office 365 logo. What should you do to create the branding templates?

A. Create a Transport rule.

B. Create an RMS template.

C. Run the Set-IRMConfiguration cmdlet.
D. Run the New-OMEConfiguration cmdlet.
Correct Answer: D

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/add-your-organization-brand-to-encrypted-
messages?view=0365-worldwide
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QUESTION 3

HOTSPOT For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each
correct selection is worth one point

Hot Area:
Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats O O
for Azure Storage.
Cloud Security Posture Management (CSPM) is available for all O O
Azure subscriptions.
Microsoft Defender for Cloud can evaluate the security of workloads O O

deployed to Azure or on-premises.

Correct Answer:

Statements Yes No
Microsoft Defender for Cloud can detect vulnerabilities and threats O O
for Azure Storage.
Cloud Secunty Posture Management (CSPM) is available for all O O
Azure subscriptions. :
Microsoft Defender for Cloud can evaluate the security of workloads O O

deployed to Azure or on-premises.

Box 1: Yes

From Microsoft Defender for cloud you can enable Microsoft Defender for Storage to get alerted about suspicious
activities related to your storage resources.
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Note: Microsoft Defender for Storage is an Azure-native layer of security intelligence that detects unusual and potentially
harmful attempts to access or exploit your storage accounts.

Defender for Storage continually analyzes the telemetry stream generated by the Azure Blob Storage and Azure Files
services. When potentially malicious activities are detected, security alerts are generated. These alerts are displayed in

Microsoft Defender for Cloud, together with the details of the suspicious activity along with the relevant investigation
steps, remediation actions, and security recommendations.

Box 2: No Box 3: Yes
Microsoft Defender for Cloud is a solution for cloud security posture management (CSPM) and cloud workload
protection (CWP) that finds weak spots across your cloud configuration, helps strengthen the overall security posture of

your environment, and can protect workloads across multicloud and hybrid environments from evolving threats.

Microsoft Defender for Servers is one of the plans provided by Microsoft Defender for Cloud\\'s enhanced security
features. Defender for Servers protects your Windows and Linux machines in Azure, AWS, GCP, and on-premises.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction

QUESTION 4
HOTSPOT
Select the answer that correctly completes the sentence.

Hot Area:

Answer Area

Microsoft Sentinel provides quick insights into data by using

v

Azure Logic Apps.

Azure Monitor workbook templates.
Azure Resource Graph Explorer.
playbooks.

Correct Answer:
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Answer Area

Microsoft Sentinel provides quick insights into data by using

v

Azure Logic Apps.
Azure Monitor workbook templates.
Azure Resource Graph Explorer.
playbooks.

Box 1: Azure monitor workbook templates Create interactive reports by using workbooks After you onboard to Microsoft
Sentinel, monitor your data by using the integration with Azure Monitor workbooks.

Workbooks display differently in Microsoft Sentinel than in Azure Monitor. But it may be useful for you to see how to
create a workbook in Azure Monitor. Microsoft Sentinel allows you to create custom workbooks across your data.
Microsoft Sentinel also comes with built-in workbook templates to allow you to quickly gain insights across your data as
soon as you connect a data source.

Reference: https://learn.microsoft.com/en-us/azure/sentinel/overview

QUESTION 5

HOTSPOT

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements

All Azure Active Directory (Azure AD) license editions include
the same features.

You can manage an Azure Active Directory (Azure AD) tenant
by us ng the Azure portal.

You must deploy Azure virtual machines to host an Azure
Active Directory (Azure AD) tenant.

Correct Answer:

Answer Area

Statements

All Azure Active Directory (Azure AD) license editions include
the same features.

You can manage an Azure Active Directory (Azure AD) tenant
by us ng the Azure portal.

You must deploy Azure virtual machines to host an Azure
Active Directory (Azure AD) tenant.
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