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QUESTION 1

Your company has a Microsoft 365 E5 subscription. 

The company wants to identify and classify data in Microsoft Teams, SharePoint Online, and Exchange Online. 

You need to recommend a solution to identify documents that contain sensitive information. 

What should you include in the recommendation? 

A. data classification content explorer 

B. data loss prevention (DLP) 

C. eDiscovery 

D. Information Governance 

Correct Answer: B 

Data loss prevention (DLP) 

With DLP policies, you can identify, monitor, and automatically protect sensitive information across Office 365. Data loss
prevention policies can use sensitivity labels and sensitive information types to identify sensitive information. 

Note: Microsoft 365 includes many sensitive information types that are ready for you to use in DLP policies and for
automatic classification with sensitivity and retention labels. 

Incorrect: 

Not A: Content explorer shows a current snapshot of the items that have a sensitivity label, a retention label or have
been classified as a sensitive information type in your organization. 

Reference: https://docs.microsoft.com/en-us/security/compass/information-protection-and-storage-capabilities 

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-content-explorer 

 

QUESTION 2

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for
Cloud are enabled. 

The Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows
Server 2019. 

You need to recommend a solution to ensure that only authorized applications can run on the virtual machines. If an
unauthorized application attempts to run or be installed, the application must be blocked automatically until an
administrator 

authorizes the application. 

Which security control should you recommend? 
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A. adaptive application controls in Defender for Cloud 

B. app protection policies in Microsoft Endpoint Manager 

C. app discovery anomaly detection policies in Microsoft Defender for Cloud Apps 

D. Azure Security Benchmark compliance controls in Defender for Cloud 

Correct Answer: A 

Adaptive application controls are an intelligent and automated solution for defining allowlists of known-safe applications
for your machines. 

Often, organizations have collections of machines that routinely run the same processes. Microsoft Defender for Cloud
uses machine learning to analyze the applications running on your machines and create a list of the known-safe
software. 

Allowlists are based on your specific Azure workloads, and you can further customize the recommendations using the
instructions below. 

When you\\'ve enabled and configured adaptive application controls, you\\'ll get security alerts if any application runs
other than the ones you\\'ve defined as safe. 

Incorrect: 

Not B: App protection policies (APP) are rules that ensure an organization\\'s data remains safe or contained in a
managed app. A policy can be a rule that is enforced when the user attempts to access or move "corporate" data, or a
set of 

actions that are prohibited or monitored when the user is inside the app. A managed app is an app that has app
protection policies applied to it, and can be managed by Intune. 

Not C: Cloud Discovery anomaly detection policy reference. A Cloud Discovery anomaly detection policy enables you to
set up and configure continuous monitoring of unusual increases in cloud application usage. Increases in downloaded 

data, uploaded data, transactions, and users are considered for each cloud application. 

Not D: The Azure Security Benchmark (ASB) provides prescriptive best practices and recommendations to help improve
the security of workloads, data, and services on Azure. This benchmark is part of a set of holistic security guidance. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/adaptive-application-controls 

https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy 

https://docs.microsoft.com/en-us/defender-cloud-apps/cloud-discovery-anomaly-detection-policy 

https://docs.microsoft.com/en-us/security/benchmark/azure/overview 

 

QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door
instance. 

Latest SC-100 Dumps | SC-100 Practice Test | SC-100 Braindumps                              3 / 13

https://www.pass4itsure.com/sc-100.html
https://www.pass4itsure.com/sc-100.html
https://www.pass4itsure.com/sc-100.html


https://www.pass4itsure.com/sc-100.html
2023 Latest pass4itsure SC-100 PDF and VCE dumps Download

You need to recommend a solution to ensure that the web apps only allow access through the Front Door instance. 

Solution: You recommend access restrictions to allow traffic from the backend IP address of the Front Door instance. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Correct Solution: You recommend access restrictions based on HTTP headers that have the Front Door ID. 

Restrict access to a specific Azure Front Door instance. 

Traffic from Azure Front Door to your application originates from a well-known set of IP ranges defined in the
AzureFrontDoor.Backend service tag. Using a service tag restriction rule, you can restrict traffic to only originate from
Azure Front 

Door. To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests
based on the unique http header that Azure Front Door sends. 
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Reference: https://docs.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions#managing-access-restriction-
rules Reference: 

 

QUESTION 4

HOTSPOT 

You are planning the security levels for a security access strategy. 

You need to identify which job roles to configure at which security levels. The solution must meet security best practices
of the Microsoft Cybersecurity Reference Architectures (MCRA). 

Which security level should you configure for each job role? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: Specialized security 

Securing devices as part of the privileged access story Box 2: Enterprise security 

Box 3: Privileged security 

Reference: https://learn.microsoft.com/en-us/security/compass/privileged-access-devices 
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QUESTION 5

HOTSPOT 

You need to recommend a SIEM and SOAR strategy that meets the hybrid requirements, the Microsoft Sentinel
requirements, and the regulatory compliance requirements. 

What should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Azure tenant 

Microsoft Sentinel multiple workspace architecture 

There are cases where a single SOC (Security Operations Center) needs to centrally manage and monitor multiple
Microsoft Sentinel workspaces, potentially across Azure Active Directory (Azure AD) tenants. 

An MSSP Microsoft Sentinel Service. 

A global SOC serving multiple subsidiaries, each having its own local SOC. 

A SOC monitoring multiple Azure AD tenants within an organization. 

To address these cases, Microsoft Sentinel offers multiple-workspace capabilities that enable central monitoring,
configuration, and management, providing a single pane of glass across everything covered by the SOC. This diagram
shows 

an example architecture for such use cases. 
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This model offers significant advantages over a fully centralized model in which all data is copied to a single workspace. 

Scenario: 

Requirements. Microsoft Sentinel Requirements 

Litware plans to leverage the security information and event management (SIEM) and security orchestration automated
response (SOAR) capabilities of Microsoft Sentinel. The company wants to centralize Security Operations Center
(SOC) 

by using Microsoft Sentinel. 

Hybrid Requirements 

Litware identifies the following hybrid cloud requirements: 

Provide centralized, cross-tenant subscription management without the overhead of maintaining guest accounts. 

Box 2: Azure Lighthouse subscription onboarding process 

You can use Azure Lighthouse to extend all cross-workspace activities across tenant boundaries, allowing users in your
managing tenant to work on Microsoft Sentinel workspaces across all tenants. 

Azure Lighthouse enables you to see and manage Azure resources from different tenancies, in the one place, with the
power of delegated administration. That tenancy may be a customer (for example, if you\\'re a managed services
provider 

with a support contract arrangement in place), or a separate Azure environment for legal or financial reasons (like
franchisee groups or Enterprises with large brand groups). 

Incorrect: 

* not Azure AD B2B 

Azure AD B2B uses guest account, which goes against the requirements in this scenario, 
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Note: Azure Active Directory (Azure AD) B2B collaboration is a feature within External Identities that lets you invite
guest users to collaborate with your organization. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants
https://docs.microsoft.com/en-us/azure/sentinel/best-practices-workspace-architecture
https://techcommunity.microsoft.com/t5/itops-talk-blog/onboarding-to-azure-lighthouse-using-a-template/ba-p/1091786
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b 
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