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QUESTION 1

Your company has on-premises network in Seattle and an Azure subscription. The on-premises network contains a
Remote Desktop server. 

The company contracts a third-party development firm from France to develop and deploy resources to the virtual
machines hosted in the Azure subscription. 

Currently, the firm establishes an RDP connection to the Remote Desktop server. From the Remote Desktop
connection, the firm can access the virtual machines hosted in Azure by using custom administrative tools installed on
the Remote 

Desktop server. All the traffic to the Remote Desktop server is captured by a firewall, and the firewall only allows specific
connections from France to the server. 

You need to recommend a modern security solution based on the Zero Trust model. The solution must minimize latency
for developers. 

Which three actions should you recommend? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Configure network security groups (NSGs) to allow access from only specific logical groupings of IP address ranges. 

B. Deploy a Remote Desktop server to an Azure region located in France. 

C. Migrate from the Remote Desktop server to Azure Virtual Desktop. 

D. Implement Azure Firewall to restrict host pool outbound access. 

E. Configure Azure Active Directory (Azure AD) Conditional Access with multi-factor authentication (MFA) and named
locations. 

Correct Answer: CDE 

E: Organizations can use this location for common tasks like: 

Requiring multi-factor authentication for users accessing a service when they\\'re off the corporate network. 

Blocking access for users accessing a service from specific countries or regions. 

The location is determined by the public IP address a client provides to Azure Active Directory or GPS coordinates
provided by the Microsoft Authenticator app. Conditional Access policies by default apply to all IPv4 and IPv6
addresses. 

CD: Use Azure Firewall to protect Azure Virtual Desktop deployments. 

Azure Virtual Desktop is a desktop and app virtualization service that runs on Azure. When an end user connects to an
Azure Virtual Desktop environment, their session is run by a host pool. A host pool is a collection of Azure virtual 

machines that register to Azure Virtual Desktop as session hosts. These virtual machines run in your virtual network and
are subject to the virtual network security controls. They need outbound Internet access to the Azure Virtual Desktop 

service to operate properly and might also need outbound Internet access for end users. Azure Firewall can help you
lock down your environment and filter outbound traffic. 
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Reference: https://docs.microsoft.com/en-us/azure/firewall/protect-azure-virtual-desktop 

 

QUESTION 2

A customer follows the Zero Trust model and explicitly verifies each attempt to access its corporate applications. 

The customer discovers that several endpoints are infected with malware. 

The customer suspends access attempts from the infected endpoints. 

The malware is removed from the end point. 

Which two conditions must be met before endpoint users can access the corporate applications again? Each correct
answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. The client access tokens are refreshed. 

B. Microsoft Intune reports the endpoints as compliant. 

C. A new Azure Active Directory (Azure AD) Conditional Access policy is enforced. 

D. Microsoft Defender for Endpoint reports the endpoints as compliant. 

Correct Answer: AC 

A: When a client acquires an access token to access a protected resource, the client also receives a refresh token. The
refresh token is used to obtain new access/refresh token pairs when the current access token expires. Refresh tokens 

are also used to acquire extra access tokens for other resources. 

Refresh token expiration 

Refresh tokens can be revoked at any time, because of timeouts and revocations. 

C: Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help enterprise networks
prevent, detect, investigate, and respond to advanced threats. It uses a combination of endpoint behavioral sensors,
cloud 

security analytics, and threat intelligence. 

The interviewees said that “by implementing Zero Trust architecture, their organizations improved employee experience
(EX) and increased productivity.” They also noted, “increased device performance and stability by managing all of their
endpoints with Microsoft Endpoint Manager.” This had a bonus effect of reducing the number of agents installed on a
user\\'s device, thereby increasing device stability and performance. “For some organizations, this can reduce boot
times from 30 minutes to less than a minute,” the study states. Moreover, shifting to Zero Trust moved the burden of
security away from users. Implementing single sign-on (SSO), multifactor authentication (MFA), leveraging
passwordless authentication, and eliminating VPN clients all further reduced friction and improved user productivity. 

Note: Azure AD at the heart of your Zero Trust strategy Azure AD provides critical functionality for your Zero Trust
strategy. It enables strong authentication, a point of integration for device security, and the core of your user-centric
policies to guarantee least-privileged access. Azure AD\\'s Conditional Access capabilities are the policy decision point
for access to resource 
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Reference: https://www.microsoft.com/security/blog/2022/02/17/4-best-practices-to-implement-a-comprehensive-zero-
trust-security-approach/ https://docs.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens 

 

QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app
uses a MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the
following architecture as an Azure landing zone. 

You need to provide recommendations to secure the connection between the web app and the database. The solution
must follow the Zero Trust model. 

Solution: You recommend implementing Azure Front Door with Azure Web Application Firewall (WAF). 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead use solution: You recommend creating private endpoints for the web app and the database layer. 

Note: 

How to Use Azure Private Endpoints to Restrict Public Access to WebApps. 

As an Azure administrator or architect, you are sometimes asked the question: “How can we safely deploy internal
business applications to Azure App Services?” 

These applications characteristically are: 

Not accessible from the public internet. 

Accessible from within the on-premises corporate network 

Accessible via an authorized VPN client from outside the corporate network. 

For such scenarios, we can use Azure Private Links, which enables private and secure access to Azure PaaS services
over Azure Private Endpoints, along with the Site-to-Site VPN, Point-to-Site VPN, or the Express Route. Azure Private 

Endpoint is a read-only network interface service associated with the Azure PAAS Services. It allows you to bring
deployed sites into your virtual network, limiting access to them at the network level. 
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It uses one of the private IP addresses from your Azure VNet and associates it with the Azure App Services. These
services are called Private Link resources. They can be Azure Storage, Azure Cosmos DB, SQL, App Services Web
App, 

your own / partner owned services, Azure Backups, Event Grids, Azure Service Bus, or Azure Automations. 

Reference: https://www.varonis.com/blog/securing-access-azure-webapps 

 

QUESTION 4

You need to design a strategy for securing the SharePoint Online and Exchange Online data. The solution must meet
the application security requirements. 

Which two services should you leverage in the strategy? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Azure AD Conditional Access 

B. access reviews in Azure AD 

C. Microsoft Defender for Cloud 

D. Microsoft Defender for Cloud Apps 

E. Microsoft Defender for Endpoint 

Correct Answer: BD 

Scenario: Litware identifies the following application security requirements: 

Monitor and control access to Microsoft SharePoint Online and Exchange Online data in real time. 

B: Azure Active Directory (Azure AD) access reviews enable organizations to efficiently manage group memberships,
access to enterprise applications, and role assignments. User\\'s access can be reviewed on a regular basis to make
sure only the right people have continued access. 

D: The Defender for Cloud Apps framework Discover and control the use of Shadow IT: Identify the cloud apps, IaaS,
and PaaS services used by your organization. Investigate usage patterns, assess the risk levels and business readiness
of more than 25,000 SaaS apps against more than 80 risks. Start managing them to ensure security and compliance. 

Protect your sensitive information anywhere in the cloud: Understand, classify, and protect the exposure of sensitive
information at rest. Leverage out-of-the box policies and automated processes to apply controls in real time across all
your cloud apps. 

Etc. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview
https://docs.microsoft.com/en-us/defender-cloud-apps/what-is-defender-for-cloud-apps 

 

QUESTION 5

HOTSPOT 
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Your company is migrating data to Azure. The data contains Personally Identifiable Information (PII). 

The company plans to use Microsoft Information Protection for the PII data store in Azure. 

You need to recommend a solution to discover PII data at risk in the Azure resources. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Azure Purview 

Microsoft Purview is a unified data governance service that helps you manage and govern your on-premises, multi-
cloud, and software-as-a-service (SaaS) data. Microsoft Purview allows you to: 

Create a holistic, up-to-date map of your data landscape with automated data discovery, sensitive data classification,
and end-to-end data lineage. 

Enable data curators to manage and secure your data estate. 

Empower data consumers to find valuable, trustworthy data. 

Box 2: Microsoft Defender for Cloud 

Microsoft Purview provides rich insights into the sensitivity of your data. This makes it valuable to security teams using
Microsoft Defender for Cloud to manage the organization\\'s security posture and protect against threats to their
workloads. 

Data resources remain a popular target for malicious actors, making it crucial for security teams to identify, prioritize,
and secure sensitive data resources across their cloud environments. The integration with Microsoft Purview expands 

visibility into the data layer, enabling security teams to prioritize resources that contain sensitive data. 

References: https://docs.microsoft.com/en-us/azure/purview/overview 

https://docs.microsoft.com/en-us/azure/purview/how-to-integrate-with-azure-security-products 
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