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QUESTION 1

What should a solutions architect do to ensure that all objects uploaded to an Amazon S3 bucket are encrypted? 

A. Update the bucket policy to deny if the PutObject does not have an s3 x-amz-acl header set 

B. Update the bucket policy to deny if the PutObject does not have an s3:x-amz-aci header set to private. 

C. Update the bucket policy to deny if the PutObject does not have an aws SecureTransport header set to true 

D. Update the bucket policy to deny if the PutObject does not have an x-amz-server-side-encryption header set. 

Correct Answer: D 

https://aws.amazon.com/blogs/security/how-to-prevent-uploads-of-unencrypted-objects-to-amazon-s3/#:~:text=Solution
%20overview,console%2C%20CLI%2C%20or%20SDK.andtext=To%20encrypt%20an%20object%20at,S3%2C%20or
%20SSE%2DKMS. 

 

QUESTION 2

A company recently deployed a new auditing system to centralize information about operating system versions patching
and installed software for Amazon EC2 instances. A solutions architect must ensure all instances provisioned through
EC2 Auto Scaling groups successfully send reports to the auditing system as soon as they are launched and
terminated 

Which solution achieves these goals MOST efficiently? 

A. Use a scheduled AWS Lambda function and run a script remotely on all EC2 instances to send data to the audit
system. 

B. Use EC2 Auto Scaling lifecycle hooks to run a custom script to send data to the audit system when instances are
launched and terminated 

C. Use an EC2 Auto Scaling launch configuration to run a custom script through user data to send data to the audit
system when instances are launched and terminated 

D. Run a custom script on the instance operating system to send data to the audit system Configure the script to be
invoked by the EC2 Auto Scaling group when the instance starts and is terminated 

Correct Answer: B 

 

QUESTION 3

A company hosts its web application on AWS using seven Amazon EC2 instances. The company requires that the IP
addresses of all healthy EC2 instances be returned in response to DNS queries. Which policy should be used to meet
this requirement? 

A. Simple routing policy 

B. Latency routing policy 
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C. Multivalue routing policy 

D. Geolocation routing policy 

Correct Answer: C 

Use a multivalue answer routing policy to help distribute DNS responses across multiple resources. For example, use
multivalue answer routing when you want to associate your routing records with a Route 53 health check. For example,
use multivalue answer routing when you need to return multiple values for a DNS query and route traffic to multiple IP
addresses. 

https://aws.amazon.com/premiumsupport/knowledge-center/multivalue-versus-simple-policies/ 

 

QUESTION 4

A company hosts a web application on multiple Amazon EC2 instances The EC2 instances are in an Auto Scaling group
that scales in response to user demand The company wants to optimize cost savings without making a long-term
commitment 

Which EC2 instance purchasing option should a solutions architect recommend to meet these requirements\\'? 

A. Dedicated Instances only 

B. On-Demand Instances only 

C. A mix of On-Demand instances and Spot Instances 

D. A mix of On-Demand instances and Reserved instances 

Correct Answer: A 

 

QUESTION 5

A company has a production workload that runs on 1,000 Amazon EC2 Linux instances. The workload is powered by
third-party software. The company needs to patch the third-party software on all EC2 instances as quickly as possible to
remediate a critical security vulnerability. 

What should a solutions architect do to meet these requirements? 

A. Create an AWS Lambda function to apply the patch to all EC2 instances. 

B. Configure AWS Systems Manager Patch Manager to apply the patch to all EC2 instances. 

C. Schedule an AWS Systems Manager maintenance window to apply the patch to all EC2 instances. 

D. Use AWS Systems Manager Run Command to run a custom command that applies the patch to all EC2 instances. 

Correct Answer: B 

 

https://docs.aws.amazon.com/systems-manager/latest/userguide/about-windows-app-patching.html 
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