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QUESTION 1

An entertainment company is using Amazon DynamoDB to store media metadata. The application is read intensive and
experiencing delays. The company does not have staff to handle additional operational overhead and needs to improve
the performance efficiency of DynamoDB without reconfiguring the application. 

What should a solutions architect recommend to meet this requirement? 

A. Use Amazon ElastiCache for Redis. 

B. Use Amazon DynamoDB Accelerator (DAX). 

C. Replicate data by using DynamoDB global tables. 

D. Use Amazon ElastiCache for Memcached with Auto Discovery enabled. 

Correct Answer: B 

https://aws.amazon.com/dynamodb/dax/ 

 

QUESTION 2

A company is running a publicly accessible serverless application that uses Amazon API Gateway and AWS Lambda.
The application\\'s traffic recently spiked due to fraudulent requests from botnets. Which steps should a solutions
architect take to block requests from unauthorized users? (Select TWO.) 

A. Create a usage plan with an API key that is shared with genuine users only. 

B. Integrate logic within the Lambda function to ignore the requests from fraudulent IP addresses. 

C. Implement an AWS WAF rule to target malicious requests and trigger actions to filter them out. 

D. Convert the existing public API to a private API. Update the DNS records to redirect users to the new API endpoint. 

E. Create an IAM role for each user attempting to access the API. A user will assume the role when making the API
call. 

Correct Answer: AC 

https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-usage-plans.html#:~:text=Don%27t%2
0rely%20on%20API%20keys%20as%20your%20only%20means%20of%20authentication%20and%20authorization%
20for%20your%20APIs 

https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-api-usage-plans.html 

 

QUESTION 3

A medical records company is hosting an application on Amazon EC2 instances. The application processes customer
data files that are stored on Amazon S3. The EC2 instances are hosted in public subnets. The EC2 instances access
Amazon S3 over the internet, but they do not require any other network access. 
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A new requirement mandates that the network traffic for file transfers take a private route and not be sent over the
internet. 

Which change to the network architecture should a solutions architect recommend to meet this requirement? 

A. Create a NAT gateway. Configure the route table for the public subnets to send traffic to Amazon S3 through the NAT
gateway. 

B. Configure the security group for the EC2 instances to restrict outbound traffic so that only traffic to the S3 prefix list is
permitted. 

C. Move the EC2 instances to private subnets. Create a VPC endpoint for Amazon S3, and link the endpoint to the route
table for the private subnets D. Remove the internet gateway from the VPC. Set up an AWS Direct Connect connection,
and route traffic to Amazon S3 over the Direct Connect connection. 

Correct Answer: C 

 

QUESTION 4

A company has a data ingestion workflow that consists the following: 

An Amazon Simple Notification Service (Amazon SNS) topic for notifications about new data deliveries An AWS
Lambda function to process the data and record metadata 

The company observes that the ingestion workflow fails occasionally because of network connectivity issues. When
such a failure occurs, the Lambda function does not ingest the corresponding data unless the company manually reruns
the job. 

Which combination of actions should a solutions architect take to ensure that the Lambda function ingests all data in the
future? (Select TWO.) 

A. Configure the Lambda function In multiple Availability Zones. 

B. Create an Amazon Simple Queue Service (Amazon SQS) queue, and subscribe It to me SNS topic. 

C. Increase the CPU and memory that are allocated to the Lambda function. 

D. Increase provisioned throughput for the Lambda function. 

E. Modify the Lambda function to read from an Amazon Simple Queue Service (Amazon SQS) queue 

Correct Answer: BE 

 

QUESTION 5

A company runs its Infrastructure on AWS and has a registered base of 700.000 users for res document management
application The company intends to create a product that converts large pdf files to jpg Imago files. The .pdf files
average 5 MB in size. The company needs to store the original files and the converted files. A solutions architect must
design a scalable solution to accommodate demand that will grow rapidly over lime. 

Which solution meets these requirements MOST cost-effectively? 

A. Save the pdf files to Amazon S3 Configure an S3 PUT event to invoke an AWS Lambda function to convert the files
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to jpg format and store them back in Amazon S3 

B. Save the pdf files to Amazon DynamoDB. Use the DynamoDB Streams feature to invoke an AWS Lambda function to
convert the files to jpg format and store them hack in DynamoDB 

C. Upload the pdf files to an AWS Elastic Beanstalk application that includes Amazon EC2 instances. Amazon Elastic
Block Store (Amazon EBS) storage and an Auto Scaling group. Use a program In the EC2 instances to convert the files
to jpg format Save the .pdf files and the .jpg files In the EBS store. 

D. Upload the .pdf files to an AWS Elastic Beanstalk application that includes Amazon EC2 instances, Amazon Elastic
File System (Amazon EPS) storage, and an Auto Scaling group. Use a program in the EC2 instances to convert the file
to jpg format Save the pdf files and the jpg files in the EBS store. 

Correct Answer: A 

Elastic BeanStalk is expensive, and DocumentDB has a 400KB max to upload files. So Lambda and S3 should be the
one. 
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