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QUESTION 1

A company has recently updated its internal security standards. The company must now ensure all Amazon S3 buckets
and Amazon Elastic Block Store (Amazon EBS) volumes are encrypted with keys created and periodically rotated by
internal security specialists. The company is looking for a native, software-based AWS service to accomplish this goal. 

What should a solutions architect recommend as a solution? 

A. Use AWS Secrets Manager with customer master keys (CMKs) to store master key material and apply a routine to
create a new CMK periodically and replace it in AWS Secrets Manager. 

B. Use AWS Key Management Service (AWS KMS) with customer master keys (CMKs) to store master key material
and apply a routing to re-create a new key periodically and replace it in AWS KMS. 

C. Use an AWS CloudHSM cluster with customer master keys (CMKs) to store master key material and apply a routine
a re-create a new key periodically and replace it in the CloudHSM cluster nodes. 

D. Use AWS Systems Manager Parameter Store with customer master keys (CMKs) keys to store master key material
and apply a routine to re-create a new periodically and replace it in the Parameter Store. 

Correct Answer: A 

 

 

QUESTION 2

A solutions architect is designing storage for a high performance computing (HPC) environment based on Amazon
Linux. The workload stores and processes a large amount of engineering drawings that require shared storage and
heavy 

computing. 

Which storage option would be the optimal solution? 

A. Amazon Elastic File System (Amazon EFS) 

B. Amazon FSx for Lustre 

C. Amazon EC2 instance store 

D. Amazon EBS Provisioned IOPS SSD (io1) 

Correct Answer: B 

Amazon FSx for Lustre Amazon FSx for Lustre is a new, fully managed service provided by AWS based on the Lustre
file system. Amazon FSx for Lustre provides a high-performance file system optimized for fast processing of workloads
such as machine learning, high performance computing (HPC), video processing, financial modeling, and electronic
design automation (EDA). FSx for Lustre allows customers to create a Lustre filesystem on demand and associate it to
an Amazon S3 bucket. As part of the filesystem creation, Lustre reads the objects in the buckets and adds that to the
file system metadata. Any Lustre client in your VPC is then able to access the data, which gets cached on the high-
speed Lustre filesystem. This is ideal for HPC workloads, because you can get the speed of an optimized Lustre file
system without having to manage the complexity of deploying, optimizing, and managing the Lustre cluster. Additionally,
having the filesystem work natively with Amazon S3 means you can shut down the Lustre filesystem when you don\\'t
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need it but still access objects in Amazon S3 via other AWS Services. FSx for Lustre also allows you to also write the
output of your HPC job back to Amazon S3. 

https://d1.awsstatic.com/whitepapers/AWS%20Partner%20Network_HPC%20Storage%20Options_2 019_FINAL.pdf 

 

QUESTION 3

A company is using a fleet of Amazon EC2 instances to ingest data from on-premises data sources. The data is in
JSON format and ingestion rates can be as high as 1 MB/s. When an EC2 instance is rebooted, the data in-flight is lost.
The 

company\\'s data science team wants to query ingested data in near-real time. 

Which solution provides near-real-time data querying that is scalable with minimal data loss? 

A. Publish data to Amazon Kinesis Data Streams. Use Kinesis Data Analytics to query the data. 

B. Publish data to Amazon Kinesis Data firehose with Amazon Redshift as the destination. Use Amazon Redshift to
query the data. 

C. Store ingested data in an EC2 instance store Publish data to Amazon Kinesis Data Firehose with Amazon S3 as the
destination. Use Amazon Athena to query the data. 

D. Store ingested data in an Amazon Elastic Block Store (Amazon EBS) volume. Publish data to Amazon ElastiCache
for Redis. Subscribe to the Redis channel to query the data. 

Correct Answer: A 

 

QUESTION 4

A company has an on-premises data center that is running out of storage capacity. The company wants to migrate its
storage infrastructure to AWS while minimizing bandwidth costs The solution must allow for immediate retrieval of data
at no additional cost. 

How can these requirements be met? 

A. Deploy Amazon S3 Glacier Vault and enable expedited retrieval. Enable provisioned retrieval capacity for the
workload 

B. Deploy AWS Storage Gateway using cached volumes. Use Storage Gateway to store data in Amazon S3 while
retaining copies of frequently accessed data subsets locally. 

C. Deploy AWS Storage Gateway using stored volumes to store data locally. Use Storage Gateway to asynchronously
back up point-in-time snapshots of the data to Amazon S3 

D. Deploy AWS Direct Connect to connect with the on-premises data center. Configure AWS Storage Gateway to store
data locally. Use Storage Gateway to asynchronously bacK up potnt-tn-time snapshots of the data to Amazon S3. 

Correct Answer: B 

 

QUESTION 5
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A company hosts multiple production applications One of the applications consists of resources from Amazon EC2 AWS
Lambda Amazon RDS Amazon Simple Notification Service (Amazon SNS>. and Amazon Simple Queue Service
(Amazon SQS) across multiple AWS Regions All company resources are tagged with a tag name of "application" and a
value that corresponds to each application A solutions architect must provide the quickest solution for identifying all of
the tagged components 

Which solution meets these requirements? 

A. Use AWS CloudTrail to generate a list of resources with the application tag 

B. Use the AWS CLI to query each service across all Regions to report the tagged components 

C. Run a query in Amazon CloudWatch Logs Insights to report on the components with the application tag 

D. Run a query with the AWS Resource Groups Tag Editor to report on the resources globally with the application tag 

Correct Answer: D 
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