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QUESTION 1

A company experienced a breach from an attacker on its on-premises network. The attacker launched port scanning,
waged on outbound Do5 attack, and performed cryptocurrency mining. The company is moving to AWS to build a more 

resilient architecture that monitors and remediates this type the attack on the account level. 

How should the company use AWS services to meet these requirements? 

A. Enable Amazon GuardDuty to generate findings. Trigger AWS Lambda for automated remediation of identified
threats. 

B. Enable AWS Config and configure policies to monitor against breaches. Trigger AWS Lambda for automated
remediation of noncompliant resources. 

C. Enable Amazon Macie to identify and classify security threats. Configure events in Amazon EventBridge (Amazon
CloudWatch Events) to trigger actions based on the severity of threats. 

D. Enable Amazon inspector to generate assessment reports. Configure events in Amazon EventBridge (Amazon
CloudWatch Events) to trigger actions based on identified threat. 

Correct Answer: A 

 

QUESTION 2

A global company hosts its web application on Amazon EC2 instances behind an Application Load Balancer (ALB). The
web application has static data and dynamic data. The company stores its static data in an Amazon S3 bucket. The
company wants to improve performance and reduce latency for the static data and dynamic data. The company is using
its own domain name registered with Amazon Route 53. 

What should a solutions architect do to meet these requirements? 

A. Create an Amazon CloudFront distribution that has the S3 bucket and the ALB as origins Configure Route 53 to route
traffic to the CloudFront distribution. 

B. Create an Amazon CloudFront distribution that has the ALB as an origin Create an AWS Global Accelerator standard
accelerator that has the S3 bucket as an endpoint. Configure Route 53 to route traffic to the CloudFront distribution. 

C. Create an Amazon CloudFront distribution that has the S3 bucket as an origin Create an AWS Global Accelerator
standard accelerator that has the ALB and the CloudFront distribution as endpoints Create a custom domain name that
points to the accelerator DNS name Use the custom domain name as an endpoint for the web application. 

D. Create an Amazon CloudFront distribution that has the ALB as an origin C. Create an AWS Global Accelerator
standard accelerator that has the S3 bucket as an endpoint Create two domain names. Point one domain name to the
CloudFront DNS name for dynamic content, Point the other domain name to the accelerator DNS name for static
content Use the domain names as endpoints for the web application. 

Correct Answer: C 
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QUESTION 3

Organizers for a global event want to put daily reports online as static HTML pages The pages are expected to generate
millions of views from users around the world The files are stored in an Amazon S3 bucket A solutions architect has
been asked to design an efficient and effective solution Which action should the solutions architect take to accomplish
this? 

A. Generate presigned URLs for the files 

B. Use cross-Region replication to all Regions 

C. Use the geoproximity feature of Amazon Route 53 

D. Use Amazon CloudFront with the S3 bucket as its origin 

Correct Answer: D 

Using Amazon S3 Origins, MediaPackage Channels, and Custom Origins for Web Distributions Using Amazon S3
Buckets for Your Origin When you use Amazon S3 as an origin for your distribution, you place any objects that you
want 

CloudFront to deliver in an Amazon S3 bucket. You can use any method that is supported by Amazon S3 to get your
objects into Amazon S3, for example, the Amazon S3 console or API, or a third-party tool. You can create a hierarchy
in 

your bucket to store the objects, just as you would with any other Amazon S3 bucket. 

Using an existing Amazon S3 bucket as your CloudFront origin server doesn\\'t change the bucket in any way; you can
still use it as you normally would to store and access Amazon S3 objects at the standard Amazon S3 price. You incur 

regular Amazon S3 charges for storing the objects in the bucket. Using Amazon S3 Buckets Configured as Website
Endpoints for Your Origin You can set up an Amazon S3 bucket that is configured as a website endpoint as custom
origin 

with CloudFront. 

When you configure your CloudFront distribution, for the origin, enter the Amazon S3 static website hosting endpoint for
your bucket. This value appears in the Amazon S3 console, on the Properties tab, in the Static website hosting pane. 

For example: 

http://bucket-name.s3-website-region.amazonaws.com 

For more information about specifying Amazon S3 static website endpoints, see Website endpoints in the Amazon
Simple Storage Service Developer Guide. When you specify the bucket name in this format as your origin, you can use 

Amazon S3 redirects and Amazon S3 custom error documents. For more information about Amazon S3 features, see
the Amazon S3 documentation. Using an Amazon S3 bucket as your CloudFront origin server doesn\\'t change it in any
way. 

You can still use it as you normally would and you incur regular Amazon S3 charges. 

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/DownloadDistS3AndCust omOrigins.html 

 

QUESTION 4
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A company provides a three-tier web application to its customers Each customer has an AWS account in which the
application is deployed, and these accounts are members of the company\\'s organization in AWS Organizations To
protect its customers\\' AWS accounts and applications the company wants to monitor them for unusual and unexpected
behavior The company needs to analyze and monitor customer VPC Flow Logs. AWS CloudTrail logs, and DNS logs
What should a solutions architect do to meet these requirements? 

A. Designate an account in the organization as the AWS Shield master account Enable Shield and Shield logs in every
account, and invite the accounts to join the Shield master account Analyze Shield findings m the Shield master account 

B. Designate an account in the organization as the Amazon GuardDuty master account Enable GuardDuty in every
account and invite the accounts to join the GuardDuty master account Analyze GuardDuty findings in the GuardDuty
master account 

C. Designate an account in the organization as the AWS WAF master account Enable AWS WAF and AWS WAF logs
in every account and invite the accounts to join the AWS WAF master account Analyze AWS WAF logs in the AWS
WAF master account 

D. Designate an account in the organization as the AWS Resource Access Manager (AWS RAM) master account
Enable AWS RAM in every account, and invite the accounts to join the AWS RAM master account Analyze AWS RAM
logs in the AWS RAM master account 

Correct Answer: B 

 

QUESTION 5

A company runs an online marketplace web application on AWS. The application serves hundreds of thousands of
users during peak hours. The company needs a scalable, near-real-time solution to share the details of millions of
financial transactions with several other internal applications. Transactions also need to be processed to remove
sensitive data before being stored in a document database for low-latency retrieval. 

What should a solutions architect recommend to meet these requirements? 

A. Store the transactions data into Amazon DynamoDB. Set up a rule in DynamoDB to remove sensitive data from
every transaction upon write. Use DynamoDB Streams to share the transactions data with other applications. 

B. Stream the transactions data into Amazon Kinesis Data Firehose to store data in Amazon DynamoDB and Amazon
S3. Use AWS Lambda integration with Kinesis Data Firehose to remove sensitive data. Other applications can consume
the data stored in Amazon S3. 

C. Stream the transactions data into Amazon Kinesis Data Streams. Use AWS Lambda integration to remove sensitive
data from every transaction and then store the transactions data in Amazon DynamoDB. Other applications can
consume the transactions data off the Kinesis data stream. 

D. Store the batched transactions data in Amazon S3 as files. Use AWS Lambda to process every file and remove
sensitive data before updating the files in Amazon S3. The Lambda function then stores the data in Amazon
DynamoDB. Other applications can consume transaction files stored in Amazon S3. 

Correct Answer: C 
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