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QUESTION 1

A solutions architect is designing the cloud architecture for a new application that is being deployed on AWS. The
application\\'s users will interactively download and upload files. Files that are more than 90 days old will be accessed
less frequently than newer files, but all files need to be instantly available. The solutions architect must ensure that the
application can scale to store petabytes of data with maximum durability. 

Which solution meets these requirements? 

A. Store the files in Amazon S3 Standard. Create an S3 Lifecycle policy that moves objects that are more than 90 days
old to S3 Glacier. 

B. Store the tiles in Amazon S3 Standard. Create an S3 Lifecycle policy that moves objects that are more than 90 days
old to S3 Standard-Infrequent Access (S3 Standard-IA). 

C. Store the files in Amazon Elastic Block Store (Amazon EBS) volumes. Schedule snapshots of the volumes. Use the
snapshots to archive data that is more than 90 days old. 

D. Store the files in RAID-striped Amazon Elastic Block Store (Amazon EBS) volumes. Schedule snapshots of the
volumes. Use the snapshots to archive data that is more than 90 days old. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-examples.html 

 

QUESTION 2

The DNS provider that hosts a company\\'s domain name records is experiencing outages that cause service disruption
for a website running on AWS The company needs to migrate to a more resilient managed DNS service and wants the
service to run on AWS. 

What should a solutions architect do to rapidly migrate the DNS hosting service? 

A. Create an Amazon Route 53 public hosted zone for the domain name. Import the zone file containing the domain
records hosted by the previous provider. 

B. Create an Amazon Route 53 private hosted zone for the domain name Import the zone file containing the domain
records hosted by the previous provider 

C. Create a Simple AD directory in AWS. Enable zone transfer between the DNS provider and AWS Directory Service
for Microsoft Active Directory for the domain records. 

D. Create an Amazon Route 53 Resolver inbound endpoint in the VPC Specify the IP addresses that the provider\\'s
DNS will forward DNS queries to Configure the provider\\'s DNS to forward DNS queries for the domain to the IP
addresses that are specified in the inbound endpoint. 

Correct Answer: B 

 

 

QUESTION 3
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A company created and hosts a legacy software application for its customers. The application runs on a dedicated Linux
server for each customer. The application stores no persistent data except for MySQL data. 

The company experienced some data corruption issues in the past and wants to move the application to AWS. The
company needs to implement a solution to optimize the stability of the application. The solution also must give the
company 

the ability to restore a customer\\'s database to a specific point in time. The company will migrate customer data by
using AWS Database Migration Service (AWS DMS). 

Which architecture should a solutions architect recommend to meet these requirements? 

A. Set up a shared Amazon Aurora database. Configure an Amazon EC2 launch template for each customer. 

B. Set up a shared Amazon Aurora database. Create an Amazon EC2 Amazon Machine Image (AMI) for each
customer. Use the AMI to launch the application. 

C. Set up an Amazon RDS database and an Amazon EC2 instance for each customer. Download the installation script.
Run the script to install and configure the application. 

D. Set up an Amazon RDS database for each customer Deploy the application by using an Amazon EC2 launch
template. Use user data to configure the customer-specific data. 

Correct Answer: C 

 

QUESTION 4

A company is planning on deploying a newly built application on AWS in a default VPC The application will consist of a
web layer and database layer. The web server was created in public subnets, and the MySQL database was created in 

private subnets. All subnets are created with the default network ACL settings, and the default security group in the VPC
will be replaced with new custom security groups. 

The following are the key requirements: 

1.

 The web servers must be accessible only to users on an SSL connection. 

2.

 The database should be accessible to the web layer, which is created in a public subnet only. 

3.

 All traffic to and from the IP range 182.20.0.0/16 subnet should be blocked. 

Which combination of steps meets these requirements? (Select TWO.) 

A. Create a database server security group with inbound and outbound rules for MySQL port 3306 traffic to and from
anywhere (0 0.0.0/0) 

B. Create a database server security group with an inbound rule for MySQL port 3306 and specify the source as a web
server security group. 
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C. Create a web server security group with an inbound allow rule for HTTPS port 443 traffic from anywhere (0.0.0.0/0)
and an inbound deny rule for IP range 182.20.0 0/16. 

D. Create a web server security group with an inbound rule for HTTPS port 443 traffic from anywhere (0.0 0 0/0) Create
network ACL inbound and outbound deny rules for IP range 182 20.00/16 

E. Create a web server security group with inbound and outbound rules for HTTPS port 443 traffic to and from anywhere
(0.0.0.0/0). Create a network ACL inbound deny rule for IP range 182.20.0.0/16. 

Correct Answer: BD 

 

QUESTION 5

A healthcare company stores highly sensitive patient records. Compliance requires that multiple copies be stored in
different locations Each record must be stored for 7 years. The company has a service level agreement (SLA) to
provide 

records to government agencies immediately for the first 30 days and then within 4 hours of a request thereafter. 

What should a solutions architect recommend? 

A. Use Amazon S3 with cross-Region replication enabled After 30 days, transition the data to Amazon S3 Glacier using
lifecycle policy 

B. Use Amazon S3 with cross-origin resource sharing (CORS) enabled. After 30 days, transition the data to Amazon S3
Glacier using a lifecycle policy. 

C. Use Amazon S3 with cross-Region replication enabled After 30 days, transition the data to Amazon S3 Glacier Deep
Achieve using a lifecycle policy 

D. Use Amazon S3 with cross-origin resource sharing (GORS) enabled After 30 days, transition the data to Amazon S3
Glacier Deep Archive using a lifecycle policy 

Correct Answer: A 
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