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QUESTION 1
vum install hipd hopd-manual

systemctl start hupd
systemetl enable htipd

firewall-cmd --permaneni --add-service=hitp
firewall-cmd —reload

weet hitp:/station. network0.example.com/pub/rhee/rhee. himl
mv rhee hml varwww/himUindex. himl

cd fete/htpd/eont.d

vim serverl.conf

“VirmalHost *:80=

ServerAdmin webmaster@server] .example.com
ServerMName serverl.example.com
DocumentRoot fvarwww/himl

CustomLog “logs'server] access log” combined
ErrorLog "logs'server] _error_log”
</VirtualHost>

=Dhirectory "variwww/him|™=
<RequireAll=

Require all granted

Require not host my22ill.org
</RequireAll>
< Threctory>

syvstemcil restart hitpd

SIMULATION

There were two systems: system1, main system on which most of the configuration take place system2, some
configuration here

Secured webserver. Configure the website https://serverX.example.com with TLS SSL Certificate file
http://classroom.example.com/pub/rhce/tls/certs/systeml.networkX.crt SSLCertificatekeyfile
http://classroom.example.com/pub/rhce/tls/private/systeml1.networkX.key SSL CA certificate file
http://classroom.example.com/pub/example-ca.crt
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A. explanation

Correct Answer: A

vum insall —u mod ssl

weet http:/'classroom. example. com/pubirhee/tlz/certs/system | .networl | .crt
weet http://classroom.example.com/pub/rhee/ts/private/system L network 1 key
waet http:classroom. example.com/pub/example-ca.crt

mv systemi.netwoerk ! .ert fete/pkiftlscerts/

my sysiem | onetwork L key fete/pkiitls/privote/

mv example-ca.crt /ete/pkiflsicerts/

# Very Important, Fix the Permission on Key File
chmod 0600 fee/pkiftlsprivate’system | network | key

vim fetc/hiipdfcon Ld/server] conf
{Add the following )
=NirmalHos * 443>

ServerMame server | example.com
DocumentRoot /varswww/himl

SS5LEnmgine on

SSLCertificateFile feweipkiftlsiceris/localhost, ort
S5LCertificaeKevFile fete/pliftls/private/localhost key
#85LCertiNcateChainFile fete/pkiftls/certs’server-chain crt

<VirtualHost=

firewall-cmd --permanent --add-service=hitps
firewall-cmd -reload

QUESTION 2
SIMULATION

Whoever creates the files/directories on /storage group owner should be automatically should be the same group owner
of /storage.

A. explanation

Correct Answer: A
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1.

chmod g+s /storage

2.

Verify using: Is -Id /storage
Note:

Permission should be like:

drwxrws--- 2 root sysusers 4096 Mar 16 18:08 /storage If SGID bit is set on directory then who every users creates the
files on directory group owner automatically the owner of parent directory.

To set the SGID bit: chmod g+s directory

To Remove the SGID bit: chmod g-s directory

QUESTION 3

SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5
system2.group3.example.com: 172.24.3.10
The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain group3.example.com are
all in subnet 172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless

specialized, all network services required to be configured can be accessed by systems of domain group3.
host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:

krishna (paszsword: atenorth)

3

k

(h
Te]

ip {passaword: atenorth)

ot

o (password: atenorth)

A1)
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Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations
must be

able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be
found in the following link:

http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is

blocked, this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my
133t.org

domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform
a series of restrictions on a user, but this user creation may be required in other questions. For convenient

identification,

each exam question has some radio buttons to help you identify which questions you have already completed or not
completed. Certainly, you do not need to care these buttons if you don\\'t need them.

Configure the Virtual Host.

Expand your web server on the system1, create a virtual host for the site
http://www.domainll.example.com then perform the following steps:

1.

Set the DocumentRoot to /var/wwwi/virtual from http://rhgls.domain11.example.com/materials/www.html
2.

Download a file, rename as index.html, don\\'t modify file index.html content
3.

Put the file index.html under the directory DocumentRoot of Virtual Host

4,

Ensure that user Andy can create files under directory /var/wwwi/virtual

Note: original site http://systeml.domianll.example.com/ must still be able to be accessed.
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Name server domainll.example.com provide the domain name resolution for host name of
www.domainll.example.com

A. explanation

Correct Answer: A

nkdir -p /var/www/ wvirtual

|

cd /var/www/ wvirtual

http://rhgls.domainll .example.com/materials/www.html
vim /etc/httpd/conf/httpd.conf

<virtualhosat *:80>

setfacl -m u:andy:rwx /var/www/virtual
su andy
touch /var/www/virtual/ll.html

QUESTION 4

SIMULATION

RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:

systeml.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System\\'s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the
following requirements:

systeml.group3.example.com: 172.24.3.5

system2.group3.example.com: 172.24.3.10 The subnet mask is 255.255.255.0 Your system is a member of DNS
domain group3.example.com. All systems in DNS domain group3.example.com are all in subnet
172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless
specialized, all network services required to be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, bhoth system1 and system2 have already been pre-configured to be the client for this
domain, this domain provides the following user account:
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krishna (pas=sword: atenorth)

3

]
s

ip {pasaword: atenorth)

k

it

o (password: atenorth)

11}

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in
separate requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you
made still can be operated after the restart without manual intervention, virtual machine instances of all examinations

must be

able to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test using
virtual machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be
found in the following link:

http://serverl.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the
host and network, although you correctly configured the network service but would have to allow the host or network is

blocked, this also does not score. You will notice that some requirements which clearly do not allow services be
accessed by service domain my133t.org, systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems
of these

subnets also belong to my 133t.org domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform
a series of restrictions on a user, but this user creation may be required in other questions. For convenient

identification,

each exam question has some radio buttons to help you identify which questions you have already completed or not
completed. Certainly, you do not need to care these buttons if you don\\'t need them.

Configure a Database
Create a Maria DB database named Contacts on system1 and meet the following requirements at the same time:
1.

The database should contain the contents of the database replication, URL for copying files is:
http://rhgls.domainl1.example.com/materials/users.mdb

2.

Database just can be accessed by localhost

3.

In addition to the root user, this database only can be searched by user Luigi, user\\'s password is redhat
4.

The password for root user is redhat, does not allow empty password
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A. explanation

Correct Answer: A

yum inastall -y mariadb*

systemct]l start mariadb

systemctl enakle mariadb

ed /

wget http://rhols.domainll,.example.com/materials/usars.mdb
mysgl

cresate databass Contacts;

show databasess;

use Contacts

zource /users.mdb

show tabkbles=;

grant select on Tepntacts .% teo Luigif'localhoat' identified by
'redhat';
exit

mysgladmin —urocot —p password 'redhat’

mysgl —urecet —p Enter password redhat

mysgl —ulmigi —p Enter password redhat

QUESTION 5
SIMULATION

You access the iscsi shared storage. The storage server ip is 172.24.30.100. Separate of 1500M space, format as ext3
file system, mount under /mnt/data, and make sure the root-start automatically mount.

A. explanation

Correct Answer: A
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