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QUESTION 1

A Security Officer on a military base needs to encrypt several smart phones that will be going into the field. Which of the
following encryption solutions should be deployed in this situation?

A. Elliptic curve
B. One-time pad
C. 3DES

D. AES-256

Correct Answer: D

QUESTION 2

After a user reports stow computer performance, a systems administrator detects a suspicious file, which was installed
as part of a freeware software package.

The systems administrator reviews the output below:

c:\Windows\system32>netstat -nab
Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:135 0.0.0.0:0 LISTENING RpcSs| [svchost.exe]
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING [svchost.exe]

TCP 192.168.1.10:5000 10.37.213.20 ESTABLISHED Winserver.exe

UDP 192.168.1.10:1%00 *.* SSDPSVR

Based on the above information, which of the following types of malware was installed on the user\\'s computer?
A. RAT

B. Keylogger

C. Spyware

D. Worm

E. Bot

Correct Answer: A

QUESTION 3
A security analyst is performing a quantitative risk analysis. The risk analysis should show the potential monetary loss

each time a threat or event occurs. Given this requirement, which of the following concepts would assist the analyst in
determining this value? (Select two.)
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A. ALE
B. AV
C. ARO
D. EF
E. ROI

Correct Answer: BD

QUESTION 4

A group of non-profit agencies wants to implement a cloud service to share resources with each other and minimize
costs. Which of the following cloud deployment models BEST describes this type of effort?

A. Public
B. Hybrid
C. Community
D. Private

Correct Answer: C

QUESTION 5

A security administrator has been assigned to review the security posture of the standard corporate system image for
virtual machines. The security administrator conducts a thorough review of the system logs, installation procedures,
and

network configuration of the VM image. Upon reviewing the access logs and user accounts, the security administrator
determines that several accounts will not be used in production.

Which of the following would correct the deficiencies?
A. Mandatory access controls

B. Disable remote login

C. Host hardening

D. Disabling services

Correct Answer: C
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