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QUESTION 1

Which of the following would a security specialist be able to determine upon examination of a server\\'s certificate? 

A. CA public key 

B. Server private key 

C. CSR 

D. OID 

Correct Answer: D 

 

QUESTION 2

A high-security defense installation recently begun utilizing large guard dogs that bark very loudly and excitedly at the
slightest provocation. Which of the following types of controls does this BEST describe? 

A. Deterrent 

B. Preventive 

C. Detective 

D. Compensating 

Correct Answer: A 

 

QUESTION 3

A chief Financial Officer (CFO) has asked the Chief Information Officer (CISO) to provide responses to a recent audit
report detailing deficiencies in the organization security controls. The CFO would like to know ways in which the
organization can improve its authorization controls. Given the request by the CFO, which of the following controls should
the CISO focus on in the report? (Select Three) 

A. Password complexity policies 

B. Hardware tokens 

C. Biometric systems 

D. Role-based permissions 

E. One time passwords 

F. Separation of duties 

G. Multifactor authentication 

H. Single sign-on 
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I. Lease privilege 

Correct Answer: DFI 

 

QUESTION 4

A system administrator wants to implement an internal communication system that will allow employees to send
encrypted messages to each other. The system must also support nonrepudiation. Which of the following implements all
these requirements? 

A. Bcrypt 

B. Blowfish 

C. PGP 

D. SHA 

Correct Answer: C 

 

QUESTION 5

A company was recently audited by a third party. The audit revealed the company\\'s network devices were transferring
files in the clear. Which of the following protocols should the company use to transfer files? 

A. HTTPS 

B. LDAPS 

C. SCP 

D. SNMPv3 

Correct Answer: C 
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