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QUESTION 1

While reviewing the security controls in place for a web-based application, a security controls assessor notices that
there are no password strength requirements in place. Because of this vulnerability, passwords might be easily
discovered using a brute force attack. Which of the following password requirements will MOST effectively improve the
security posture of the application against these attacks? (Select two) 

A. Minimum complexity 

B. Maximum age limit 

C. Maximum length 

D. Minimum length 

E. Minimum age limit 

F. Minimum re-use limit 

Correct Answer: AD 

 

QUESTION 2

Which of the following BEST describes an attack where communications between two parties are intercepted and
forwarded to each party with neither party being aware of the interception and potential modification to the
communications? 

A. Spear phishing 

B. Main-in-the-middle 

C. URL hijacking 

D. Transitive access 

Correct Answer: B 

 

QUESTION 3

When considering a third-party cloud service provider, which of the following criteria would be the BEST to include in the
security assessment process? (Select two.) 

A. Use of performance analytics 

B. Adherence to regulatory compliance 

C. Data retention policies 

D. Size of the corporation 

E. Breadth of applications support 
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Correct Answer: BC 

 

QUESTION 4

A wireless network uses a RADIUS server that is connected to an authenticator, which in turn connects to a supplicant.
Which of the following represents the authentication architecture in use? 

A. Open systems authentication 

B. Captive portal 

C. RADIUS federation 

D. 802.1x 

Correct Answer: D 

 

QUESTION 5

An organization\\'s file server has been virtualized to reduce costs. Which of the following types of backups would be
MOST appropriate for the particular file server? 

A. Snapshot 

B. Full 

C. Incremental 

D. Differential 

Correct Answer: C 
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