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QUESTION 1

A Chief Executive Officer (CEO) suspects someone in the lab testing environment is stealing confidential information
after working hours when no one else is around. Which of the following actions can help to prevent this specific threat? 

A. Implement time-of-day restrictions. 

B. Audit file access times. 

C. Secretly install a hidden surveillance camera. 

D. Require swipe-card access to enter the lab. 

Correct Answer: D 

 

QUESTION 2

Multiple organizations operating in the same vertical wants to provide seamless wireless access for their employees as
they visit the other organizations. Which of the following should be implemented if all the organizations use the native
802.1x client on their mobile devices? 

A. Shibboleth 

B. RADIUS federation 

C. SAML 

D. OAuth 

E. OpenID connect 

Correct Answer: B 

http://archive.oreilly.com/pub/a/wireless/2005/01/01/authentication.html 

 

QUESTION 3

A company is deploying a new VoIP phone system. They require 99.999% uptime for their phone service and are
concerned about their existing data network interfering with the VoIP phone system. The core switches in the existing
data network are almost fully saturated. Which of the following options will pro-vide the best performance and availability
for both the VoIP traffic, as well as the traffic on the existing data network? 

A. Put the VoIP network into a different VLAN than the existing data network. 

B. Upgrade the edge switches from 10/100/1000 to improve network speed 

C. Physically separate the VoIP phones from the data network 

D. Implement flood guards on the data network 

Correct Answer: A 
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QUESTION 4

An employee receives an email, which appears to be from the Chief Executive Officer (CEO), asking for a report of
security credentials for all users. Which of the following types of attack is MOST likely occurring? 

A. Policy violation 

B. Social engineering 

C. Whaling 

D. Spear phishing 

Correct Answer: D 

 

QUESTION 5

A copy of a highly confidential salary report was recently found on a printer in the IT department. The human resources
department does not have this specific printer mapped to its devices, and it is suspected that an employee in the IT
department browsed to the share where the report was located and printed it without authorization. Which of the
following technical controls would be the BEST choice to immediately prevent this from happening again? 

A. Implement a DLP solution and classify the report as confidential, restricting access only to human resources staff 

B. Restrict access to the share where the report resides to only human resources employees and enable auditing 

C. Have all members of the IT department review and sign the AUP and disciplinary policies 

D. Place the human resources computers on a restricted VLAN and configure the ACL to prevent access from the IT
department 

Correct Answer: B 
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