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QUESTION 1

Which of the following best describes routine in which semicolons, dashes, quotes, and commas are removed from a
string? 

A. Error handling to protect against program explogtation 

B. Exception handling to protect against XSRF attacks. 

C. Input validation to protect against SQL injection. 

D. Padding to protect against string buffer overflows. 

Correct Answer: C 

 

QUESTION 2

Ann, a college professor, was recently reprimanded for posting disparaging remarks re-grading her coworkers on a web
site. Ann stated that she was not aware that the public was able to view her remakes. Which of the following security-
related trainings could have made Ann aware of the repercussions of her actions? 

A. Data Labeling and disposal 

B. Use of social networking 

C. Use of P2P networking 

D. Role-based training 

Correct Answer: B 

 

QUESTION 3

When trying to log onto a company\\'s new ticketing system, some employees receive the following message: Access
denied: too many concurrent sessions. The ticketing system was recently installed on a small VM with only the
recommended hardware specifications. Which of the following is the MOST likely cause for this error message? 

A. Network resources have been exceeded. 

B. The software is out of licenses. 

C. The VM does not have enough processing power. 

D. The firewall is misconfigured. 

Correct Answer: C 

 

QUESTION 4
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A system administrator wants to implement an internal communication system that will allow employees to send
encrypted messages to each other. The system must also support nonrepudiation. Which of the following implements all
these requirements? 

A. Bcrypt 

B. Blowfish 

C. PGP 

D. SHA 

Correct Answer: C 

 

QUESTION 5

Six months into development, the core team assigned to implement a new internal piece of software must convene to
discuss a new requirement with the stake holders. A stakeholder identified a missing feature critical to the organization,
which must be implemented. The team needs to validate the feasibility of the newly introduced requirement and ensure
it does not introduce new vulnerabilities to the software and other applications that will integrate with it. Which of the
following BEST describes what the company? 

A. The system integration phase of the SDLC 

B. The system analysis phase of SSDSLC 

C. The system design phase of the SDLC 

D. The system development phase of the SDLC 

Correct Answer: B 
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