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QUESTION 1

A company wants to host a publicly available server that performs the following functions: 

Evaluates MX record lookup 

Can perform authenticated requests for A and AAA records Uses RRSIG Which of the following should the company
use to fulfill the above requirements? Which of the following should the company use to fulfill the above requirements? 

A. DNSSEC 

B. SFTP 

C. nslookup 

D. dig 

Correct Answer: A 

DNS Security Extensions (DNSSEC) provides, among other things, cryptographic authenticity of responses using
Resource Record Signatures (RRSIG) and authenticated denial of existence using Next-Secure (NSEC) and Hashed-
NSEC records (NSEC3). 

 

QUESTION 2

Which of the following BEST describes an important security advantage yielded by implementing vendor diversity? 

A. Sustainability 

B. Homogeneity 

C. Resiliency 

D. Configurability 

Correct Answer: C 

 

QUESTION 3

When designing a web based client server application with single application server and database cluster backend,
input validation should be performed: 

A. On the client 

B. Using database stored procedures 

C. On the application server 

D. Using HTTPS 

Correct Answer: C 
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QUESTION 4

A company\\'s user lockout policy is enabled after five unsuccessful login attempts. The help desk notices a user is
repeatedly locked out over the course of a workweek. Upon contacting the user, the help desk discovers the user is on
vacation and does not have network access. Which of the following types of attacks are MOST likely occurring?
(Choose two.) 

A. Replay 

B. Rainbow tables 

C. Brute force 

D. Pass the hash 

E. Dictionary 

Correct Answer: CE 

 

QUESTION 5

A new mobile application is being developed in-house. Security reviews did not pick up any major flaws, however
vulnerability scanning results show fundamental issues at the very end of the project cycle. Which of the following
security activities should also have been performed to discover vulnerabilities earlier in the lifecycle? 

A. Architecture review 

B. Risk assessment 

C. Protocol analysis 

D. Code review 

Correct Answer: D 
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