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QUESTION 1

Shown is a screenshot of a wireless protocol analyzer displaying the decode information for a single 802.11 encrypted
data + CF-Poll frame. The infrastructure BSS on which this information was captured is using WEP and this particular
frame was sent from a client station (STA) to an access point (AP).

Mo £h Len B | | Souce Dzt Summary
Symbold 2 16EC 20211 enciypted data + CF-Pall

=g etk media info
timestamp @ 2/6 20:06:57.113562
signal skrength ; 75%: (-50 dBm)
ncise level | 0% (-95 d3m)
Frame length @ 64
dzta rake : 11 mbps
channel : &
i CRC errar : yes
= 802.11 MALC header
. [l Frame control
protocol version | 2
frame tvpe : data
ciibtype | data + CF-Poll
-toDs: 0
-~ from D5 : 0
- more frag : 0
- rekty 1 0
- power managemert. | 0
- maore data 0
WEP @ 1
order : 0
duration : 117 usec
dest addr : O0:A0FE:A2: 1680
src addr ; 00590:96:5C:07:03
be=id ; FFiFF:55:04: CF:FE
Frag number ¢ 0
: seq number ¢ 1018
+-802.11 encrypted frame body

As a protocol analyst, how would you explain the existence of this frame on the wireless medium given the information
in the decode?

A. The IEEE 802.11 network is using both version 1 and version 2 protocols simultaneously. This unexpected frame is
from the version 2 protocol set.

B. The frame was sent by a client station that does not comply with IEEE HR/DSSS standard to an access point that is
Wi-Fi certified.

C. The access point is operating as a repeater, and clients must poll repeater access points in order to transmit data
frames through them.

D. The frame was misinterpreted because of insufficient information received by the analyzer due to frame corruption.
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Correct Answer: D

QUESTION 2

Using the exhibit as a reference,

Real Time FFT ) n2&x | FFT Duty Cycle ) nrax
Center: 2 450 GHz Span:100.00 MHz Center: 2450 GHz Span:100.00 MHz

Vertical Scale: 10 dBm / > RBW:156 25 kHz Vertical Scale:10% RBW 156 25 kHz

[OTrace 1: Max Bl Trace 2: OFf ] Trace 1: Max-5 Sweeps Il Trace 2. 0F

) Trace 3: O = Trace 3. OF
100 %

-120 dBm

Sat: 2400 GHz

Sop: 2500 GHz

Swepl Spectrogram n2ax Swept Spectrogram 74 x
Center:2 450 GHz Span: 100.00 MHz Center:2 450 GHz Span:100.00 MHz
Sweep Time: 1 secs RBW:156 25 kHz Sweep Time: 1 secs RBW:156 25 kHz
ce 1: Duty Cycle

[ Trace 1: Max 1

Stop: 2.500 GHz

which spectrum plots display, in real time, the value of RF amplitude as a function of radio frequency?
A.land?2

B.1and 3

C. All of the plots

D.1,3,and 4

E.3and 4

Correct Answer: B

QUESTION 3

Given: Your network consists of HT and ERP access points, and you are implementing VoWiFi with support for U-
APSD.
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When an ERP handset operating in WMM Power Save mode with a ReceiveDTIMs parameter of TRUE receives a
Beacon containing a DTIM indicating queued broadcast traffic, what task is the handset required to perform?

A. The handset must send a PS-Poll frame to the access point for every broadcast frame it receives with the More Data
bit set to one.

B. The handset must arbitrate for the medium and immediately issue an RTS directed to the access point with the NAV
set to a value of 32,768.

C. The handset must broadcast a CTS-to-Self frame indicating the station\\'s need to control the medium long enough to
receive all of the broadcast frames.

D. The handset is to remain awake to receive the broadcast frame(s) following the Beacon that contains the DTIM.

Correct Answer: D

QUESTION 4

WMM-PS trigger frames can be what type of IEEE 802.11 frames? (Choose 2)
A. QoS Null

B. Reassociation

C. QoS Data

D.CTS

E. QoS Action

F. PS-Poll

Correct Answer: AC

QUESTION 5

What HT PPDU format is shown in the exhibit?

Format of Data field SERVICE | Scrambled | BNz | Pad
{non LOPC case only) 16 bitz PSDU | Tail bits | bits

"

Data HT-LTFs  Extension HT-LTF=

Bus Bus 4us Bus 4ps 4us per LTF 4ys per LTF
, A = M _Y_.-'I\. A .-'l._Y A > A \
T A | A A | AT A
L8 F ac | 98 o am || te | E || F Data

A. HT-mixed format
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B. HT-greenfield format

C. Non-HT format

D. Non-HT duplicate format
E. Dual Training Field format
F. ERP-OFDM format

Correct Answer: A
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