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QUESTION 1

Given: Shown are frames captured from an IEEE 802.1X/LEAP authentication. This WLAN is a Robust Security
Network (RSN) using the CCMP cipher suite. 

Using the information given in the screenshot, calculate how long it takes for only the frames that are part of the 4-Way
handshake to complete. 

A. 3.018 ms 

B. 5.820 ms 

C. 210.443 ms 

D. 237.753 ms 

E. 243.743 ms 

Correct Answer: B 

 

QUESTION 2

Which statement accurately describes IEEE 802.11 Power Save operation in a Basic Service Set that does not support
the QoS facility? 

A. Following a period of time in a low power state, client stations wake themselves and automatically poll the access
point for traffic using a PS-Poll frame. 
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B. When the access point\\'s buffer is full, the access point wakes all client stations using a PS-Poll frame so that they
can receive the data. 

C. Upon receiving traffic for a dozing station, the access point wakes the client station using a PS-Poll frame so that the
client station can receive the data. 

D. After waking from a low power state, client stations listen for the next Beacon to determine if sending a PS-Poll frame
to the access point is necessary. 

E. After waking at a scheduled TBTT, client stations send Null Function frames to the access point with the Power
Management bit set back to zero. 

Correct Answer: D 

 

QUESTION 3

Which statements are true regarding wireless network discovery and scanning processes for an HT network? (Choose
2) 

A. Client stations may continually send Probe Request frames on all HT channels in the 2.4 GHz ISM band in a
consecutive manner, regardless of their association state. 

B. Access points send Beacon frames on all HT channels in the 2.4 GHz ISM band in a consecutive manner including
the channel for which the access point is configured. 

C. Client stations send Probe Request frames on all HT channels in the 2.4 GHz ISM band in a consecutive manner
until they associate with an access point. After associating to an access point, they no longer transmit Probe Request
frames. 

D. Access points send Beacon frames only on the HT channel in the 2.4 GHz ISM band for which the access point is
configured, and only after scanning that channel to discover existing BSSs. 

E. Client stations send Probe Request frames on all HT channels in the 2.4 GHz ISM band in a consecutive manner
until they receive at least 3 Probe Response frames. 

Correct Answer: AD 

 

QUESTION 4

Shown is a screenshot of a wireless protocol analyzer displaying the decode information for a single 802.11 encrypted
data + CF-Poll frame. The infrastructure BSS on which this information was captured is using WEP and this particular
frame was sent from a client station (STA) to an access point (AP). 
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As a protocol analyst, how would you explain the existence of this frame on the wireless medium given the information
in the decode? 

A. The IEEE 802.11 network is using both version 1 and version 2 protocols simultaneously. This unexpected frame is
from the version 2 protocol set. 

B. The frame was sent by a client station that does not comply with IEEE HR/DSSS standard to an access point that is
Wi-Fi certified. 

C. The access point is operating as a repeater, and clients must poll repeater access points in order to transmit data
frames through them. 

D. The frame was misinterpreted because of insufficient information received by the analyzer due to frame corruption. 

Correct Answer: D 

 

QUESTION 5

When an originator QoS STA initiates a BlockAck agreement with a recipient QoS STA, what is the first frame sent by
the originator? 
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A. BlockAckSetupReq 

B. BlockAckReq 

C. ADDBA Request 

D. BlockAckPolicyReq 

E. ActionBAReq 

Correct Answer: C 
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