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QUESTION 1

Which statements are true regarding Beacons from an AP in an HT infrastructure BSS that is configured with multiple
WLAN profiles? (Choose 3)

A. Beacons can be disabled for security purposes.

B. The BSSID and Source Address are always the same.

C. The Destination Address is always FF:FF.FF:FF:FF.FF.

D. The Receiver address and the BSSID are always the same.

E. When the SSID is "hidden," the ESS subfield of the Capability Information field distinguishes one BSS from another.
F. All Beacons generated by APs contain a TIM information element.

G. The Beacon interval must be the same for all WLANs (SSIDs) supported by a single AP

Correct Answer: BCF

QUESTION 2
Shown is a screenshot of a wireless protocol analyzer displaying the decode information for a single 802.11 encrypted

data + CF-Poll frame. The infrastructure BSS on which this information was captured is using WEP and this particular
frame was sent from a client station (STA) to an access point (AP).
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202 11 encryphed data + CF-Fall

=g etk media info
timestamp @ 2/6 20:06:57.113562
signal skrength ; 75%: (-50 dBm)
ncise level | 0% (-95 d3m)
Frame length @ 64
dzta rake : 11 mbps
channel : &
i CRC errar : yes
= 802.11 MALC header
- = frame control
protocol version | 2
frame tvpe : data
-~ eubbype | data + CF-Poll
-toDs: 0
-~ from D5 : 0
- more frag : 0
- rekty 1 0
- power managemert. | 0
- maore data 0
WEP @ 1
order : 0
duration : 117 usec
dest addr : O0:A0FE:A2: 1680
src addr ; 00590:96:5C:07:03
be=id ; FFiFF:55:04: CF:FE
Frag number ¢ 0
E seq number ¢ 1018
[+ 802,11 encrypted frame body

As a protocol analyst, how would you explain the existence of this frame on the wireless medium given the information
in the decode?

A. The IEEE 802.11 network is using both version 1 and version 2 protocols simultaneously. This unexpected frame is
from the version 2 protocol set.

B. The frame was sent by a client station that does not comply with IEEE HR/DSSS standard to an access point that is
Wi-Fi certified.

C. The access point is operating as a repeater, and clients must poll repeater access points in order to transmit data
frames through them.

D. The frame was misinterpreted because of insufficient information received by the analyzer due to frame corruption.

Correct Answer: D

QUESTION 3

What IEEE 802.11 technology is illustrated by the exhibit?
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max
— 2304 —
Byles

LLC and IP LLC and IP LLC and IP
Payload Payload GEWIGED

MAC LLC and IP LLC and IP LLC and IP

Header] Payload LEVIGED | Payload
. max 3839 or °
7935 bytes

MAC LLC and IP LLC and IP LLC and IP
Header BaGEGE Payload LEWIED Payload

A. Fragmentation

B. TCP Fragment Bursting
C. A-MSDU

D. A-MPDU

E. U-APSD

F. Jumbo frames

Correct Answer: C

QUESTION 4

Given: Shown are frames captured from an IEEE 802.1X/LEAP authentication. This WLAN is a Robust Security
Network (RSN) using the CCMP cipher suite.
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Pecket | Dest, Physical . Soul'c_P_hysicclI oo A:solu:l_: Time | I:-:_ult_a Time F.elakive Time | P|'_otDco| :
1| O0:0D:ED:AS: O0:47:9e: A1 Cisco:ab:4F: 7] 12:10: 20, 727946 0.000000 802..1 Probe Beq
2 00:40:96:4l: : : 12:10:20. 728260 0,000314 0.000314 802..1 Ack
3 00:40:25:al: Clouu; A3 4F: T2 121020, 730015 0,001755 0.002072  90Z..1 Froube Rop
4| 00:0D:ED:AS: 1z:10:20, 730330 0.000312 0.002384 80Z..1 Ack
5| O0:0D:ED:AS: Cisco:a5:4F: 7] 1z:10:20. 730830 0.000500 0.002884 80Z.21 Anth
6 D0:40:06:41: 12:10:20.731135 0,000308 0.003192 | 802..1 Aclhk
7 O0:40:96:4l1: 5 Cisco:as:4F: 71 12:10:20. 731390 0.000252 0.00344d 3H02.21 Auth
§ | O0:0D:ED:AS: : & 12:10:20. 731595 0.000208 0.003652 G0Z.21 Ack
9 D0:0D:ED:=AE: 5 i CizocorhbrAF: 70 13:10:20. 7232010 0.001412 0.005064 20Z..1 f==zoc Reg
10 DO0:40:96:41: g0 QO EDAS 4R 70 12:10:20.733324 0.000314 0.005378 802.11 Ack
11 00:40:96:4l: Hk ¥ Cisco:hS:i4F: 7] 12:10:20. 733806 0,0004584 0.005862 802..1 Assoc Rsp
12 | OD:=0D0:ED:=a5: 12:10:20. 733348 0.000040 0.005802  2802.21 ick
13 00:40:96:81: Cisco:AS:4F: 71 12:10: 20, 734450 0. 000802 0.006504 EAP Bequest
14 | O0:0D:ED:A5: 12:10:20. 734355 -0.000025 0.006400 802.21 Ack
15| 0D: OD:ED:AS: Cisco:d5:4F: 7] 12:10:20,933073 0, 204715 0.,2.1127 EAP Response
16 O0:40:96:41: 12:10:20, 939585 0.000312 0.221439  80Z..1 Ack
Lf Uuzauisniil: L1BCOI&niar: il LatlU:iu, Hasn4d U, Uldene U.2_a/U3 BAF REQUEST
18 | 00:0D:ED:As5: 12:10:20, 942695 0. 000048 0.224749 802.21 Ack
19 | 00:0D:ED:AS: Cisco:&5:4F: 72 12:10:20, 944551 0.0018868 0,2.6635 EAP Response
E0 0O0:40:96:al: 12:10;20. 944635 0.00031E 0.E£.6947 | G0Z.11 Ack
21 D0:40:96:41: Cisco:d5:4F: 7] 12:10:20, 957283 0.012320 0.2Z9337 EALP 3Success
22 | D0:0D:ED:AS: 12:10:20, 957329 0. 000046 0,229383 802..1 Ack
22 | OD:OD:ED:al: CiocoiAl 4N 72 12:10;20.250251 0.00150z2 0,2710053  LEAF Feqgquest
£4 00:40:96:al: 1E:10;20. 3532735 0. 000322 0.&31327 | G0E..1 Ak
25 | 00:40:96:4l1: Cisco:a5:4F: 7] 12:100:20. 972157 0.012584 0.244211 EAP Eesponse
26 | 0D:0D:ED:.a5: 12:100:20. 072202 0, 000018 0,244257 | 802..1 Aok
27 00:40:96:4l CiscorhS:4F: 7] 12:10:20.972373 0.,000170 0.244427 802.1x
26 | 00:0D:ED:A5: 12:10:20.972413 0. 000040 0.z244467 G§0Z._1 Ack
20 O0=00:=ELizAb: CizcordG:AF: 71 12:10:20.0974511 0.00z2098 0.246565 EAPOL-Hey
30 DO:40:96:4l: 12:10:20,9745831 0.000320 0.246885 802.11 ick
3l O0:40:06:al: Cigoco:hB:4F: 7] 1Z2:10:20.076100 0, 001368 0.248353 80Z2..1x
32 ON=NN:=Fhzak: 121N 2N 97AR24T mn.nnnnds N. 248297 | AN2.° 1 Ark
33 | D0:0D:ED:AS: CiscotA5:4F: 71 12:10:20,977877 0.001654 0.249931 EALPOL-Key
34 Ulzdysderal: Lds LU 20, 9rElys U Uuus1e U. Z25UE4y | dUd. _1 AcK

Using the information given in the screenshot, calculate how long it takes for only the frames that are part of the 4-Way

handshake to complete.

A. 3.018 ms

B. 5.820 ms

C. 210.443 ms

D. 237.753 ms

E. 243.743 ms

Correct Answer: B

QUESTION 5

Which information elements (IE) are contained in an IEEE 802.11 Probe Request frame? (Choose 2)

A. RSN IE

B. SSID

C. Status code
D. Association ID
E. Supported rates

Correct Answer: BE
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