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QUESTION 1

What statements describe industry practices for communication protocols between WLAN controllers and controller-
based APs? (Choose two)

A. All vendors use the same protocol so that APs will interoperate with WLAN controllers from other vendors.
B. Some vendors use proprietary protocols, and some vendors use protocols based on public standards like RFCs.

C. For most vendors, the controller-based APs maintain data and control tunnels with at least two controllers for
immediate failover and redundancy.

D. All vendors support at least one L2 or L3 broadcast protocol for controller discovery by controller- based APs.
E. All vendors recommend using L2 (instead of L3) controller discovery and tunneling protocols in large enterprises.

Correct Answer: BD

QUESTION 2

The client devices that connect to your network include a mix of dual-band 802.11n, single-band 802.11b/ g, and some
802.11a/g. Your access points are configured with the same SSID on both the 2.4 and 5 GHz bands. The APs are also
configured to prioritize client connectivity to 5 GHz. How does an AP perform band steering to encourage clients to use
5 GHz?

A. When the client sends a probe request in the 2.4 GHz band, the AP may reply with information about the 5 GHz
BSS.

B. The AP may ignore the initial probe requests or 802.11 authentication requests sent in the 2.4 GHz band by dual-
band clients

C. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then send unicast channel switch
announcements to the client announcing the 5 GHz channel as the new channel.

D. After receiving probe request frames from the same client in both bands, the AP may send an association request
frame to the client in the 5 GHz band.

E. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then the AP may perform a transparent
client handoff by transferring the client\'s MAC address to the 5 GHz radio.

Correct Answer: B

QUESTION 3

In addition to throughput enhancements, what other improvements does 802.11n provide when compared with
802.11a/g? (Choose 2)

A. Introduces "fast transition" roaming protocols for VoWiFi phones

B. Better link reliability between 802.11a/b/g client devices and 802.11n APs
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C. Improves service quality for real-time applications at greater distances
D. Increases in receive sensitivity enhance RTLS location accuracy
E. Stronger security with more robust encryption modes.

Correct Answer: BC

QUESTION 4

In an 802.11n WLAN with a heterogeneous set of associated client devices including 802.11b, 11g, and 11n, what HT
protection mode will the BSS use?

A. Mode 0: No protection mode (Greenfield)
B. Mode 1: Nonmember protection mode
C. Mode 2: 20 MHz protection mode

D. Mode 3: Non-HT mixed mode

Correct Answer: D

QUESTION 5

What factors are likely to cause the greatest impact on the application layer throughput of an 802.11n client station in a
2.4 GHz HT BSS? (Choose three)

A. Use of WEP or TKIP for encryption instead of CCMP

B. Use of passphrase authentication instead of 802.1X/EAP authentication

C. Increasing the beacon interval from 100 to 200 (TUs)

D. RF interference from more than 10 nearby Bluetooth transmitters

E. Increasing or decreasing the number of spatial streams in use by the client station and AP

F. Configuring the AP to perform off-channel IDS scans for rogue devices for 50 ms out of every 20 seconds

Correct Answer: ADE
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