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QUESTION 1

The IEEE 802.11-2007 standard requires ERP capable devices to be backward compatible with devices using which
other 802.11 physical layer specifications (PHYs)? (Choose two) 

A. DSSS 

B. FHSS 

C. HR/DSSS 

D. ERP-PBCC 

E. DSSS-OFDM 

Correct Answer: AC 

 

QUESTION 2

ABC Company has a 2.4 and 5 GHz WLAN deployment supporting four bands in the 5 GHz range (UNII 1, UNII 2, UNII
2e, and UNII 3). DFS functionality is enabled as required by the regulatory domain. Band steering is also enabled to
encourage dual-band clients to use frequency bands with more capacity. 

Your performance analysis shows that many dual-band VoWiFi client devices will move back and forth between 2.4 and
5 GHz as the user roams throughout the building. All APs have 2.4 and 5 GHz radios enabled. This "band hopping"
behavior is viewed by network staff to be undesirable. What is the most likely cause of the unpredictable client band
selection behavior? 

A. Interference from 5 GHz radar sources has increased frame corruption and retries on channels 36-48 in UNII 1. 

B. 5 GHz frequencies offer better RF penetration than 2.4 GHz, but 2.4 GHz offers more voice call capacity and lower
latency than 5 GHz. 

C. The voice client does not support DFS, and therefore experiences some 5 GHz coverage holes as it moves through
the network. 

D. The client\\'s band selection algorithm prefers 5 GHz, but band steering behavior usually steers 75- 85% of client
devices to 2.4 GHz. 

Correct Answer: C 

 

QUESTION 3

What terms accurately complete the following sentence? The IEEE 802.11-2007 standard specifies mandatory support
of the ___________ cipher suite for Robust Security Network Associations, and optional use of the ___________ cipher
suite, which is designed for use with pre-RSNA hardware. 

A. CCMP, TKIP 

B. 802.1X/EAP, WEP 
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C. TLS, SSL 

D. CCKM, WPA 

E. RC5, RC4 

Correct Answer: A 

 

QUESTION 4

What is a common feature of an 802.11 WLAN client utility? (Choose two) 

A. Real-time retry monitor 

B. AP Signal strength meter 

C. Spectrum analyzer utility 

D. VLAN configuration 

E. Link statistics display 

Correct Answer: BE 

 

QUESTION 5

ABC Company has thousands of Wi-Fi users accessing their network on a daily basis. Their WLAN consists of 700
access points, 6 WLAN controllers, and a wireless network management system. What network functions are performed
by the enterprise-class WNMS? (Choose three) 

A. RF pre-deployment planning and post-deployment reporting of access point locations on a floor plan 

B. Performance and security monitoring of WLAN controllers with alarms and notifications for administrative staff 

C. Radio management, fast roaming, key caching, and other centralized control plane operations 

D. Centralized bridging of guest data traffic and application of firewall and QoS policies to data 

E. Management of WLAN controller configuration and provisioning of firmware updates 

F. Generating, encrypting, and decrypting 802.11 frames and collecting RF radio data. 

Correct Answer: ABE 
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