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QUESTION 1

Given: In a single channel architecture (SCA) WLAN system, 802.11n (HT) APs should not share an SSID with 802.11g
(ERP) APs. 

What is the reason for this recommendation? 

A. Client stations would see two different sets of AP capabilities as they roam between APs with the same BSSID. 

B. The added range of 802.11n APs would cause additional co-channel interference. 

C. The additional beacon material in 802.11n beacons would confuse 802.11b/g client stations. 

D. Beacons from 802.11n APs use 40 MHz channels, while beacons from 802.11g APs use 20 MHz channels. 

Correct Answer: A 

 

QUESTION 2

ABC Company is planning a point-to-multipoint outdoor bridge deployment with standalone (autonomous) 802.11 bridge
units. 802.1X/EAP will be used for bridge authentication. What device in the bridge implementation acts as the 802.1X
Authenticator? 

A. The RADIUS server 

B. All non-root bridges 

C. A designated non-root bridge 

D. The root bridge 

E. The Ethernet switch 

Correct Answer: D 

 

QUESTION 3

In WLAN security, which authentication methods always create Layer 2 dynamic encryption keys? (Choose two) 

A. HTTPS Captive Portal 

B. WEP 

C. WPA2-PSK 

D. EAP-TLS 

E. Shared Key 

F. TKIP 
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Correct Answer: CD 

 

QUESTION 4

Which features are incorporated in the 802.11-2007 specification and are recommend for robust WLAN client security?
(Choose 2) 

A. SSID hiding 

B. CAPWAP with DTLS 

C. 802.1X/EAP 

D. CCMP cipher suite 

E. IPSec VPN 

F. MAC address whitelists 

Correct Answer: CD 

 

QUESTION 5

What terms accurately complete the following sentence? The IEEE 802.11-2007 standard specifies mandatory support
of the ___________ cipher suite for Robust Security Network Associations, and optional use of the ___________ cipher
suite, which is designed for use with pre-RSNA hardware. 

A. CCMP, TKIP 

B. 802.1X/EAP, WEP 

C. TLS, SSL 

D. CCKM, WPA 

E. RC5, RC4 

Correct Answer: A 
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