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QUESTION 1

A penetration tester was able to gather MD5 hashes from a server and crack the hashes easily with rainbow tables. 

Which of the following should be included as a recommendation in the remediation report? 

A. Stronger algorithmic requirements 

B. Access controls on the server 

C. Encryption on the user passwords 

D. A patch management program 

Correct Answer: A 

 

QUESTION 2

A penetration tester has been hired to examine a website for flaws. During one of the time windows for testing, a
network engineer notices a flood of GET requests to the web server, reducing the website\\'s response time by 80%.
The network engineer contacts the penetration tester to determine if these GET requests are part of the test. Which of
the following BEST describes the purpose of checking with the penetration tester? 

A. Situational awareness 

B. Rescheduling 

C. DDoS defense 

D. Deconfliction 

Correct Answer: D 

https://redteam.guide/docs/definitions/ 

 

QUESTION 3

A company recruited a penetration tester to configure wireless IDS over the network. Which of the following tools would
BEST test the effectiveness of the wireless IDS solutions? 

A. Aircrack-ng 

B. Wireshark 

C. Wifite 

D. Kismet 

Correct Answer: A 

Reference: https://purplesec.us/perform-wireless-penetration-test/ 
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QUESTION 4

A security engineer identified a new server on the network and wants to scan the host to determine if it is running an
approved version of Linux and a patched version of Apache. Which of the following commands will accomplish this
task? 

A. nmap-f-sV-p80 192.168.1.20 

B. nmap-sS-sL-p80 192.168.1.20 

C. nmap-A-T4-p80 192.168.1.20 

D. nmap-O-v-p80 192.168.1.20 

Correct Answer: C 

Reference: https://nmap.org/book/man-version-detection.html 

 

QUESTION 5

A penetration tester analyzed a web-application log file and discovered an input that was sent to the company\\'s web
application. The input contains a string that says "WAITFOR." Which of the following attacks is being attempted? 

A. SQL injection 

B. HTML injection 

C. Remote command injection 

D. DLL injection 

Correct Answer: A 

WAITFOR can be used in a type of SQL injection attack known as time delay SQL injection or blind SQL injection34.
This attack works on the basis that true or false queries can be answered by the amount of time a request takes to
complete. For example, an attacker can inject a WAITFOR command with a delay argument into an input field of a web
application that uses SQL Server as its database. If the query returns true, then the web application will pause for the
specified period of time before responding; if the query returns false, then the web application will respond immediately.
By observing the response time, the attacker can infer information about the database structure and data1. Based on
this information, one possible answer to your question is A. SQL injection, because it is an attack that exploits a
vulnerability in a web application that allows an attacker to execute arbitrary SQL commands on the database server. 
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